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While Europe is not world-leading in producing GPUs, 
ASML, a Dutch company focused on building photoli-
thography machines, could have leverage over the abil-
ity of Chinese chip manufacturers to produce advanced 
chips for facial recognition purposes. As discussed in 
more detail in the chapter 2, ASML is a strategic choke-
point in the global semiconductor manufacturing supply 
chain.21 It specialises in producing photolithography ma-
chines that are essential for etching circuits on to sili-
con wafers. These machines, particularly those capable 

21 Tim De Chant, “The Chip Choke Point”, The Wire China, accessed 10 April 2024, at https://www.euvlitho.com/Blogs/The%20
Chip%20Choke%20Point%20-%20The%20Wire%20China.pdf

22 Will Knight, ”The $150 Million Machine Keeping Moore’s Law Alive” Wired, accessed 10 April 2024, at https://www.wired.com/
story/asml-extreme-ultraviolet-lithography-chips-moores-law/

23 Jim Davis, “Chip Suppliers, Startups Team up to Advance Edge AI for Biometric Applications”, BiometricUpdate.com, accessed 
10 April 2024, at https://www.biometricupdate.com/202108/chip-suppliers-startups-team-up-to-advance-edge-ai-for-biometric-
applications

24 Gregory Allen, “In Chip Race, China Gives Huawei the Steering Wheel: Huawei’s New Smartphone and the Future of Semicon-
ductor Export Controls”, Center for Strategic and International Studies, Washington, DC, 2024, https://www.csis.org/analysis/
chip-race-china-gives-huawei-steering-wheel-huaweis-new-smartphone-and-future

of extreme ultraviolet (EUV) lithography,22 are crucial for 
creating the most advanced semiconductor chips used 
in a variety of technologies, including AI biometric sur-
veillance systems such as facial recognition.23 ASML is 
the only company capable of producing EUV lithography 
machines and has a quasi-monopoly on the most ad-
vanced deep-ultraviolet (DUV) lithography. China’s ability 
to manufacture state-of-the-art chips, chip design soft-
ware and chip making equipment,24 for applications such 
as facial recognition, is to a signifi cant extent dependent 

FIGURE 2: The rate at which central government procurement notices mentioning facial recognition 
 (人脸识别) were posted, 2013-20 Source: CCGP.GOV.CN/DGAP

 Source: CCGP.GOV.CN/DGAP

Co
un

t 
of

 re
co

rd
s



143

FACIAL RECOGNITION – DPC 2024

on access to such technologies. In other words, the 
chokepoint discussed in the lithography chapter has 
ripple eff ects for a variety of technological applications, 
including facial recognition.

Apart from ASML, China currently no longer 
needs Europe to achieve its ambitions
To analyse whether China requires additional Europe-
an technologies, we scraped Central Government Pro-
curement notices from the website.25 We identifi ed 42 
procurement notices that mentioned EU manufacturers 
of facial recognition equipment in the period 2013–20 
(see Figure 3).

These 42 notices, from a total of 2,202 that mention 
“人脸识别”, suggest that just 1.9% of the facial recog-
nition procurement notices in the period 2013–20 in-
volved EU manufacturers. The small fraction of total 
contracts awarded to EU manufacturers in this period 
demonstrates that Europe does not have an additional 

25 The notices were ingested into Elasticsearch and we performed manual searches and searches guided by machine learning to 
surface anomalies in the rate of publication of notices for specifi c themes related to identifying European exports of concern.

26 Business Wire, “Cognitec Releases Video Analytics Product with Advanced Anonymous Face Recognition Technology”, accessed 
10 April 2024, at https://www.businesswire.com/news/home/20130212006158/en/Cognitec-Releases-Video-Analytics-Prod-
uct-with-Advanced-Anonymous-Face-Recognition-Technology

27 Silicon Trust, “Video: Cognitec Brings Face Recognition to Digital Signage Market”, accessed 10 April 2024, at https://silicontrust.
org/2013/03/05/video-cognitec-brings-face-recognition-to-digital-signage-market/

28 Canal Macau, “A German Company has Installed Face Recognition Technology at Melco Crown’s Major Casinos in Macau”, TDM 
News, accessed 10 April 2024, at https://www.facebook.com/watch/?v=932629176853239

chokepoint apart from its role in the advanced semicon-
ductor supply chain. Europe is of minor importance to 
the overall procurement of facial recognition technolo-
gy in China. However, this data needs to be understood 
in the light of a number of factors related to domestic 
procurement dynamics in the PRC and the quality of EU 
technologies in this sector – as opposed to the quantity 
of sales, discussed below with regard to patents. It is our 
contention that the quantity of EU exports to the PRC 
of equipment in this sector has dwindled to almost zero 
over the past two decades.

For example, Cognitec Systems, a company based in 
Dresden, Germany, which focuses on software but also 
sells facial recognition cameras, announced in 2013 that 
it had offi  ces in Hong Kong.26 In the same year, it publicly 
stated that its products could identify ethnicity.27 In 2016, 
its facial recognition products were used in a casino in 
Macao.28 Using LinkedIn, however, the authors could only 
fi nd one company employee based in Hong Kong. 

FIGURE 3: 42 procurement notices from ccgp.gov.cn that mention known EU manufacturers 
 of face recognition equipment

Source: CCGP.GOV.CN/DGAP
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In addition, Noldus, a Dutch emotion recognition pro-
vider that boasts that its products can identify when 
people are sad, happy or angry by analysing images, has 
its Asia headquarters in Beijing and offi  ces in Shanghai, 
Chengdu, Wuhan and Tianjin. It appears to have last ex-
ported to the Chinese Ministry of Public Security and 
the Xinjiang Normal University (in 2018). The latter deal 
included its product Face Reader,29 which is a system for 
identifying the emotional state of passers-by. 

Idemia,30 a France-based entity, appears to be active 
in China through two subsidiaries: 莫弗安全系统（上
海）有限公司 [Morpho Security Systems,31 Shanghai 

29 Amnesty International, “Out of Control: Failing EU Laws for Digital Surveillance Export”, London, 2020, https://www.amnesty.
org/en/documents/eur01/2556/2020/en/#:~:text=This%20report%20gives%20evidence%20of,upcoming%20Recast%20Dual%20
Use%20Regulation.

30 Piper Lounsbury, “Risky Business: Growing Peril for American Companies in China”, Congressional Testimony, House Select 
Committee on the Strategic Competition Between the United States and the Chinese Communist Party, Washington, DC, 2023, 
https://selectcommitteeontheccp.house.gov/committee-activity/hearings/hearing-notice-risky-business-growing-peril-ameri-
can-companies-china

31 Ibid. 

32 Admire Technology Website, accessed 10 April 2024, at https://www.zhipin.com/gongsi/f019122e24f7dd721nV43N-8F1E~.html

33 Amnesty International, op. cit. 

34 Ibid. 

Co., Ltd.]; and 爱德觅尔（深圳）科技有限公司 [Ad-
mire (Shenzhen) Technology Co., Ltd.].32 The former is 
engaged in the import and export of electronic equip-
ment and accessories. In the mid-2010s, Idemia sold 
facial recognition technology to the Shanghai Public Se-
curity Bureau that could identify individuals on pre-re-
corded footage.33

Axis had also been very active in China. It supplied the 
cameras used in larger facial recognition deployment 
projects in China. In a series of surveillance deliveries, 
Axis sold cameras34 to Guilin city, Lingchuan County 
and the Shanghai and Jingjiang Public Security Bureaus. 

FIGURE 4: “本项目不接受进口产品” AND “人脸识别” ("This project does not accept imported products”  
 and “Facial Recognition”) 2013–2020

Source: CCGP.GOV.CN/DGAP
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However, Axis seems to have decreased its footprint in 
China in recent years. Its Chinese-language35 website 
appears not to have been updated since 2021, as the 
news articles on the website date from August 2021. 

This sharp decline in European exports to China is at 
least partly the result of article 10 of the Government 
Procurement Law of the People’s Republic of China 
(2002),36 which states that governments (central and 
provincial) “shall procure domestic goods”, permitting 
exceptions only if such goods “are not available” domes-
tically or “cannot be acquired on reasonable commercial 
terms”. At the same time, the law allows domestic con-
tractors [some exceptions that they have used to source 
facial recognition], products manufactured overseas. The 

35 Axis Communications, “不断创新，打造更聪明更安全的世界” [Continuous innovation for a smarter and safer world], Axis Website, 
accessed 10 April 2024, at https://www.axis.com/zh-cn

36 China.org.cn, “The Government Procurement Law of the People’s Republic of China”, accessed 10 April 2024, at http://www.china.
org.cn/china/LegislationsForm2001-2010/2011-02/14/content_21917023.htm

37 National Government Offi  ces Administration, “原产地规则在政府采购中的应用” [Application of rules of origin in government pro-
curement], accessed 10 April 2024, at https://web.archive.org/web/20211013100352/https:/www.ggj.gov.cn/gzdt/ggjgzdt/hqzzs/
zgjghq/2021/202107/202108/t20210805_33021.htm

38 Kathrin Hille, “Beijing Softens Procurement Policy”, Financial Times, accessed 10 April 2024, at https://www.ft.com/content/
bf5ee78a-4698-11df-9713-00144feab49a

39 John Honovich, “China: Foreign Video Surveillance is Security Risk”, IPVM, accessed 10 April 2024, at https://ipvm.com/reports/
china-foreign-risk

PRC government itself noted in 2021 that “government 
procurement law does not clearly formulate relevant 
rules of origin standards, resulting in a large number of 
foreign companies’ products using relevant policies to 
reasonably evade the law and participate in [PRC gov-
ernment] procurement”.37

In 2010, the Financial Times reported that “over the past 
decade, the government [has] launched several initia-
tives aimed at strengthening local companies and bol-
stering government control, but watered them down 
after an outcry from the foreign business community”.38

As early as 2012, China’s state media was warning that 
importing foreign video surveillance equipment was a 
“risk to national security”.39 This was at a time when 

FIGURE 5:  “本地化” AND “人脸识别” (“Localisation” AND “Face Recognition”) 2013-20

Source: CCGP.GOV.CN/DGAP
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overseas manufacturers accounted for an 80% share 
of the domestic video surveillance market.40 During 
the period 2009–2013, EU-based manufacturers such 
as Axis Communications won signifi cant video surveil-
lance contracts,41 including large deals with the Ministry 
of Public Security, and even deployed a CCTV network 
in Tiananmen Square.42 Axis called China the “market 
with the greatest potential”. As a result, the number of 
public procurement notices that require local products 
for a contract to be awarded has increased and fewer 
European products have been deployed in China (see 
Figures 4 and 5).

However, the law does not generally forbid the pro-
curement of foreign facial recognition technology. We 
contend that European, including British, R&D in facial 
recognition-adjacent technologies in the coming 10–15 
years has the potential to be of signifi cance in niche ar-
eas. These are areas that are of long-term interest to 
the PRC’s security apparatus, and in which indigenous 
Chinese R&D lags behind European research.

ASSESSMENT OF DEPENDENCIES 
ON EUROPE

Chinese weaknesses and potential European 
strengths in the coming 10 to 15 years 
As noted above, China used to be more dependent on 
Europe for CCTV surveillance cameras. While it should 
not be the goal of Europe to become the prime facial 
recognition camera exporter in the world, it could none-
theless develop European technological strengths in the 
non-surveillance AI and quantum technologies that Chi-
na will probably need to further improve its surveillance 
apparatus. In short, Europe could focus on key nich-
es in the AI and quantum markets relevant to facial 
recognition and emphasise its key strengths, which are 

40 Tuo Yannan, “New Standard for Security”, China Daily, accessed 10 April 2024, at https://europe.chinadaily.com.cn/busi-
ness/2012-03/28/content_14930394.htm

41 Charles Rollet, “Axis Rise and Fall Inside PRC China”, IPVM, accessed 10 April 2024, at https://ipvm.com/reports/axis-prc-fall

42 Charles Rollet, “Axis CEO Touted Tiananmen Square Cameras Sale in 2010, Says Likely Make Diff erent Decision Today”, IPVM, 
accessed 10 April 2024, at https://ipvm.com/reports/axis-tiananmen

43 Yassin Kortli et al., “Face Recognition Systems: A Survey”, in Sensors, vol. 20, no. 2,  p. 342, https://doi.org/10.3390/s20020342

44 Michal Kawulok, M. Emre Celebi and Bogdan Smolka, Advances in Face Detection and Facial Image Analysis, Springer, 2016.

45 Laurentiu Acasandrei and Angel Barriga, “Design Methodology for Face Detection Acceleration,” IECON 2013, 39th Annual Con-
ference of the IEEE Industrial Electronics Society, 2013, pp. 2238-2243, doi: 10.1109/IECON.2013.6699479.

46 While hardware components provide the computational power necessary for facial recognition, algorithms for facial detection, 
feature extraction and matching are also important. These algorithms analyse facial data to detect key landmarks (such as eyes, 
nose and mouth), extract unique features (such as the shape of the face or arrangement of facial landmarks), and compare 
these features against a database of known individuals to make a match. While some basic algorithms may run directly on the 
hardware, more complex algorithms, particularly those based on deep learning techniques, are typically implemented in soft-
ware running on CPUs or specialised GPU processors. Synergy between specialised hardware components and sophisticated 
software algorithms is essential for the accurate and effi  cient operation of facial recognition systems. Advances in both hardware 
technology and algorithm development continue to drive improvements in the performance and capabilities of these systems.

innovation and research as well as intellectual property 
(IP) and patents. In the semiconductors industry, certain 
European companies have also been very strong when 
it comes to production and commercialisation.  

Facial recognition systems typically require specialised 
hardware components,43 such as image sensors, ad-
vanced processors (often GPUs or dedicated AI chips) 
and memory to store and process facial data effi  cient-
ly. Algorithms for facial detection and recognition are 
also essential components, but these are typically im-
plemented in software rather than hardware.44 Facial 
recognition systems rely on a combination of hardware 
and software components, in a co-design approach,45 to 
accurately identify and authenticate individuals based on 
their facial features. The hardware components play a 
crucial role in capturing, processing and analysing facial 
data, while the software components are responsible for 
interpreting and making decisions based on that data.

The technology trends in facial recognition will most like-
ly be to make systems more effi  cient, and capable of 
processing more data at higher quality, both faster and 
cheaper. To achieve this, companies will have to make 
advances in quantum annealing, as well as in artifi cial 
intelligence (deep learning),46 semiconductors (Contact 
Image Sensors, CIS), AI chips, GPUs and lenses. The fol-
lowing section focuses on two of these technologies 
that have the greatest potential for Chinese reverse de-
pendencies on Europe: semiconductor fabrication (CIS 
and AI chips) and quantum annealing technologies.
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Semiconductors: fabrication of CIS and AI 
chips for use in facial recognition systems 
CIS are the fi rst step in the facial recognition process.47

They capture high-quality images or video frames of 
faces. These sensors can vary in resolution and sensi-
tivity to light, which aff ects the quality of the captured 
facial data. High-resolution sensors are essential for 
capturing detailed facial features, especially in chal-
lenging lighting conditions.

ASML, one of Europe’s largest companies, has a dom-
inant global market position in latest generation pho-
tolithographic semiconductor fabrication equipment.48

These machines are an essential system in manufac-
turing CIS for facial recognition cameras and GPUs for 
servers and AI platforms.49

Processors are the “brain” of facial recognition sys-
tems, responsible for executing the complex algo-
rithms required for facial detection, feature extraction 
and matching. General-purpose processors (CPUs) are 
often used for initial data processing, while special-
ised processors such as GPUs or dedicated AI chips 
accelerate the performance of the deep learning al-
gorithms commonly used in facial recognition tasks.50

These specialised processors are optimised for parallel 
computation,51 making them well-suited for handling 
the large volumes of data involved in facial recogni-
tion. Memory also plays a crucial role in storing and 
accessing facial data effi  ciently during the recognition 
process. Both volatile memory (RAM) and non-vol-
atile memory (e.g., fl ash memory) are used in facial 
recognition systems. RAM is used for the temporary 
storage of data and intermediate results during pro-
cessing, while non-volatile memory is used for storing 

47 Luiz Carlos Paiva Gouveia and Bhaskar Choubey, “Advances on CMOS Image Sensors”, in Sensor Review, vol. 36, no. 3, pp. 231–239, 
2016, https://doi.org/10.1108/SR-11-2015-0189

48 Reuters, “Chinese Ambassador Warns Dutch Government Against Restricting ASML Supplies”, South China Morning Post, accessed 
10 April 2024, at  https://www.scmp.com/tech/policy/article/3046302/chinese-ambassador-warns-dutch-government-against-re-
stricting-asml?module=inline&pgtype=article

49 Charles Rollet, “Hikvision AI Products Powered By NVIDIA, Despite Sanctions”, IPVM, accessed 10 April 2024, at https://ipvm.com/
reports/hikvision-nvidia-use

50 Purushothama Reddy Bandla, “The Roadmap to Crafting an Effi  cient Face Detection System in the Digital Age”, CYIENT, accessed 
10 April 2024, at https://www.cyient.com/blog/the-roadmap-to-crafting-an-effi  cient-face-detection-system-in-the-digital-age

51 Marwa Chouchene et al., “Optimized Parallel Implementation of Face Detection Based on GPU Component”, in Microprocessors 
and Microsystems, vol. 39, no. 6, pp. 393–404, 2015, https://doi.org/10.1016/j.micpro.2015.04.009

52 NVIDIA Corporation, “NVIDIA, ASML, TSMC and Synopsys Set Foundation for Next-Generation Chip Manufacturing”, NVID-
IA Newsroom, accessed 10 April 2024, at https://nvidianews.nvidia.com/news/nvidia-asml-tsmc-and-synopsys-set-founda-
tion-for-next-generation-chip-manufacturing

53 Arjun Kharpal, “Two of The World’s Most Critical Chip Firms Rally After Nvidia’s 26% Share Price Surge”, CNBC, accessed 10 April 
2024, at https://www.cnbc.com/2023/05/25/tsmc-asml-two-critical-chip-fi rms-rally-after-nvidias-earnings.html

54 Turing, “Using Deep Learning to Design Real-time Face Detection and Recognition Systems”, accessed 10 April 2024, at https://
www.turing.com/kb/using-deep-learning-to-design-face-detection-and-recognition-systems

55 Graphcore Ltd, “IPU Programmer’s Guide”, accessed 10 April 2024, at https://docs.graphcore.ai/projects/ipu-programmers-guide/
en/latest/ipu_introduction.html

reference facial images or databases of known individ-
uals for comparison during recognition.

The leading manufacturers of GPUs and AI chips use 
lithography machines manufactured by ASML in their 
semiconductor fabrication processes. ASML’s photo-
lithography machines are essential for the production 
of advanced semiconductor chips, including the GPUs 
developed by NVIDIA and AMD.52 These machines play 
a crucial role in patterning the intricate circuitry on to 
silicon wafers during the semiconductor manufactur-
ing process. ASML’s technology is an integral part of 
NVIDIA’s chip fabrication operations, enabling production 
of the high-performance GPUs used in various applica-
tions, including facial recognition systems. NVIDIA does 
not manufacture its own chips but relies on Taiwan’s 
TSMC, while TSMC is reliant on ASML for the lithogra-
phy machines essential for its fabrication processes.53

Despite ASML’s critical role in production of the GPUs 
used for facial recognition, there are no major Europe-
an companies anywhere near as prominent in the GPU 
market as NVIDIA and AMD. However, like the emer-
gence of novel applications of quantum annealing in the 
facial recognition R&D space, there are European com-
panies involved in the development and manufacturing 
of specialised processors or AI chips that could be used 
to accelerate deep learning algorithms for tasks such as 
facial recognition.54

Graphcore, headquartered in the United Kingdom, is a 
prominent company specialising in AI accelerators. Its 
Intelligence Processing Units (IPUs)55 are designed to 
accelerate various machine learning tasks, including fa-
cial recognition. Although based in the United States, 
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Cerebras Systems has a signifi cant presence in Europe. 
It produces the Cerebras Wafer Scale Engine (WSE),56

a chip specifi cally designed to accelerate deep learning 
tasks. Its European presence could contribute to the Eu-
ropean AI ecosystem. Kalray, headquartered in France, 
develops and sells many-core processors for use in data 
centres and embedded systems.57 While not strictly fo-
cused on AI chips, its processors can be used for AI 
workloads, including facial recognition tasks. SiPearl, also 
based in France, is focused on developing high-perfor-
mance, low-power microprocessors for various applica-
tions, including AI.58 While it might not currently be pro-
ducing dedicated AI chips, future developments could 
contribute to the European AI hardware landscape. 
While these companies may not manufacture GPUs in 
the traditional sense, they are developing specialised 
processors or AI accelerators that could be used to ac-
celerate deep learning algorithms, including those used 
in facial recognition tasks.

Quantum annealing
One way to optimise facial recognition capabilities is 
by building special conventional or quantum hardware. 
This process is called quantum annealing. Patent data 
demonstrates a European share of around 10% at the 
intersection of quantum and facial recognition tech-
nologies, compared to a 40% share for PRC companies 
(see Figure 6), but numbers can be misleading. Experts 
estimate that 90% of Chinese patents are of low qual-
ity and only 10% have market value.59 Keeping this in 
mind, European patents might be leading China in the 
amount of market value patents contribute at the inter-
section of quantum and facial recognition technologies. 

Quantum annealing is a type of quantum computing 
algorithm that can be used to resolve optimisation 
problems. In the context of facial recognition, quan-
tum annealing could be used to fi nd the optimal match 
between a new face image and a database of known 
face images.60 One way that quantum annealing could 
help facial recognition is through its ability to search a 

56 Cerebras, “Cerebras Systems Unveils World’s Fastest AI Chip with Whopping 4 trillion Transistors”, accessed 10 April 2024, at 
https://www.cerebras.net/press-release/cerebras-announces-third-generation-wafer-scale-engine

57 Kalray, “Kalray MPPA DPU Processors for Intelligent Data Processing”, accessed 10 April 2024, at https://www.kalrayinc.com/
products/dpu-processors

58 SiPearl Website, accessed 10 April 2024, at https://sipearl.com/en

59 Alex He, “What do China’s High Patent Numbers Really Mean?”, Centre for International Governance Innovation, accessed 10 April 
2024, at https://www.cigionline.org/articles/what-do-chinas-high-patent-numbers-really-mean/

60 Jeremy Liu et al., “Adiabatic Quantum Computation Applied to Deep Learning Networks”, in Entropy, vol. 20, no 5, p. 380, May 
2018, https://doi.org/10.3390/e20050380

61 Anna Gross and Tim Bradshaw, “ASML Chief Warns of IP Theft Risks Amid Chip Sanctions”, Financial Times, accessed 10 April 
2024, at https://www.ft.com/content/dfef74a7-bcc0-441b-95a5-380e212d9854

62 Anna Gross, “ASML Reveals Intellectual Property Theft by China Employee”, Financial Times, accessed 10 April 2024, at https://
www.ft.com/content/b686c84a-8d5f-46dc-af67-90cbf635170a

large database of face images much more quickly than 
classical computers. Quantum annealing can explore a 
much larger number of possible solutions in parallel. 
Quantum annealing also has the ability to fi nd more 
accurate matches between face images because it can 
take account of more subtle features. 

QUALITY OF EUROPEAN 
TECHNOLOGICAL STRENGTH 

Technological strength does not provide political lever-
age. Such leverage is dependent on several factors, 
not least how easily China could replicate European 
strengths in semiconductors and (quantum) anneal-
ing, but also consideration of spillover damage. On the 
spillover eff ects of quantum technologies, if Europe 
were to ever achieve a situation where China relied 
on it for quantum annealing technologies, withholding 
those technologies would be politically acceptable in 
Europe, as further transfer of technologies at the in-
tersection of quantum and image recognition could be 
used to infringe on human rights. 

Semiconductors 
One of the risks resulting from Europe’s strength in 
semiconductor manufacturing equipment is technolo-
gy leakage due to IP theft.61 In 2023, for instance, ASML 
reported a signifi cant security incident involving IP mis-
appropriation by a former employee based in China.62

However, the company indicated that the incident was 
not believed to have materially aff ected its business. 

Cases of IP theft could nonetheless have implications 
for the development of facial recognition technology 
in China. For example, stolen IP could support the ac-
celeration of indigenous technology development. If 
the IP includes advanced lithography techniques, it 
could accelerate China’s ability to develop and pro-
duce advanced semiconductors domestically. This 
would include chips that are essential for sophisticated 
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facial recognition systems, enhancing their capabilities 
and deployment. 

ASML’s experience is not an isolated case of IP infringe-
ment in China. In its 2021 annual report,63 ASML men-
tioned monitoring a situation where another business 
in China was potentially infringing on its intellectual 
property rights, and it was ready to take legal action 
if necessary.64

In response to these concerns, the US had previous-
ly implemented measures requiring special licenc-
es for companies exporting chips to China using US 
tools,65 regardless of the chips’ manufacturing location. 

63 ASML, Annual Report 2021, Veldhoven, The Netherlands, 2021, https://www.asml.com/en/investors/annual-report

64 Simon Sharwood, “World’s Top Chipmaking Equipment Maker Claims Chinese Rival May Infringe IP”, The Register, accessed 10 
April 2024, at https://www.theregister.com/2022/02/11/asml_chinese_rival_ip_abuse/

65 Annabelle Liang and Natalie Sherman, “China Curbs Exports of Key Computer Chip Materials”, BBC, accessed 10 April 2024, at 
https://www.bbc.com/news/business-66093114

66 Mattew Townsend et al., “The Netherlands, European Union and China all Make their Next Moves in the Game to Control Semi-
conductor Supply Chains”, Allen & Overy, London, 2023. 

67 3DiVi, “Benefi ts of Using Face Recognition with GPU Acceleration”, accessed 10 April 2024, at https://3divi.ai/news/tpost/yl-
g1i21151-benefi ts-of-using-face-recognition-with

Infl uenced by strategic considerations and internation-
al alliances, particularly with the US, and in the context 
of EU policy, the Dutch government has restricted the 
sale of critical machines to China.66 This move has sig-
nifi cantly impacted China’s ability to develop indigenous 
advanced semiconductor manufacturing capabilities to 
support the development of advanced GPUs for facial 
recognition servers.67

IP theft alone, however, is unlikely to play a decisive 
role in China’s eff orts to become more independent. 
It will be diffi  cult for China to replicate an entire eco-
system that is focused on creating machines for chip 
making, including ASML’s suppliers. Therefore, IP theft 

FIGURE 6: Global share of facial recognition patents that mention quantum computing, 
 by country

Note: WO are World Intellectual Property Organisation registered patents; EP are European Patent Offi  ce registered patents. 
Source: European Patent Offi  ce/DGAP
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could only partly support China’s eff ort to develop a 
domestic chip industry and is insuffi  cient to replicate 
European strengths in this area. A bigger issue could be 
the forced transfer of technology innovations enabled 
by weak export controls. As Chris Miller put it succinctly 
in his book Chip War, insuffi  cient export controls have 
enabled technology transfer from many US chip mak-
ing companies and harmed US competitiveness.68

Quantum annealing
Economic competitiveness in the production and commer-
cialisation of quantum annealing seems to be emerging
from countries outside Europe. For instance, D-Wave 
Systems (Canada),69 which provides hardware and soft-
ware for quantum annealing, has computers that are 
especially good at tackling optimisation problems and 
have already been demonstrated by academics to out-
perform standard deep neural network architecture in 
classifying images under certain conditions.70 D-Wave 
Systems is also advanced in the sense that it is already 
listed on the New York Stock Exchange and is there-
fore expected to demonstrate commercialisation and 
generate revenue for investors. European quantum an-
nealing projects, such as AvaQus, funded by Horizon 
2020, are still at the experimental stage of building a 
5-qubit quantum computer. AvaQus aims to do so by 
September 2024, when its funding runs out. The re-
search project is a good example of European research 
institutes and start-ups joining forces to consolidate 
their respective expertise in quantum annealing hard-
ware in Europe.71 Its members include the University of 
Glasgow (UK), Karlsruher Institut für Technologie (Ger-
many) and Delft Circuits (Netherlands). As mentioned 
above, Europe has a qualitative lead when it comes to 
patents in this area.

Increasing effi  ciency is not all about quantum anneal-
ing. Specialised non-quantum hardware is well suited 
to resolving similar hard problems to those at which 

68 Chris Miller, Chip War: The Fight for the World’s Most Critical Technology, Scribner, New York, 2022. 

69 Business Wire, “D-Wave, a Global Leader in Quantum Computing Systems, Software and Services Announces Plans to Bring Com-
mercial Quantum Computing to Public Markets Via Transaction with DPCM Capital, Inc.”, accessed 10 April 2024, at https://www.
businesswire.com/news/home/20220208005520/en/D-Wave-a-Global-Leader-in-Quantum-Computing-Systems-Software-and-
Services-Announces-Plans-to-Bring-Commercial-Quantum-Computing-to-Public-Markets-Via-Transaction-with-DPCM-Capital-
Inc

70 Nga Nguyen and Garrett Kenyon, “Image Classifi cation Using Quantum Inference on the D-Wave 2X”, IEEE Proceedings of the 
3rd International Conference on Rebooting Computing (ICRC), November 2018, https://doi.org/10.1109/icrc.2018.8638596

71 Avaqus Website, accessed 10 April 2024, at https://www.avaqus.eu/about

72 Sascha Mücke, Nico Piatkowski and Katharina Morik, “Learning Bit by Bit: Extracting the Essence of Machine Learning”, Workshop 
Proceedings, vol. 2454, pp. 144–155, September 2019, http://ceur-ws.org/Vol-2454/paper_51.pdf

73 Fraunhofer Website, “Fit for the Future: Quantum Readiness for Companies”, accessed 10 April 2024, at https://www.iais.fraun-
hofer.de/en/business-areas/cognitive-business-optimization/quantum-readiness.html

74 Kazuki Ikeda et al., “Application of Quantum Annealing to Nurse Scheduling Problem”, Sci Rep no. 9, 12837, May 2019, https://doi.
org/10.1038/s41598-019-49172-

quantum annealers excel. Several European institutions, 
such as the TU Dortmund72 and Fraunhofer,73 are espe-
cially good at increasing the effi  ciency of machine learn-
ing algorithms by building specialised conventional hard-
ware. Researchers at TU Dortmund do this, for instance, 
using highly customised chip hardware architecture, 
which is especially good at resolving certain optimisa-
tion problems. Fraunhofer for its part has developed the 
IAIS Evo Annealer, which is non-quantum hardware that 
can resolve similar problems to quantum annealing. The 
IAIS Evo Annealer, for instance, has been used to opti-
mise the process of extracting information from satellite 
images and removing clouds from this type of image. 

It is diffi  cult to gauge how diffi  cult it will be for China 
to replicate or circumvent this technology strength as 
it is still in development. It will also depend on the ex-
tent of collaborations between European and Chinese 
researchers in this area. Very little is currently known 
about the extent of this collaboration. The chokepoint 
in the short to medium term is probably not severe, 
as China already has advanced capabilities in facial rec-
ognition even without quantum annealing. It can also 
probably maintain control over its population without 
quantum annealing. However, if it is shown that quan-
tum annealing technologies increase effi  ciency, China 
will want and need to acquire this technology rather 
than fall back internationally in the sale of facial recog-
nition systems. Quantum annealing is very likely to have 
impacts beyond facial recognition.74 It speeds up the 
resolution of diffi  cult problems, such as assigning shifts 
to medical personnel, or any similar problem that has 
an extensive number of possible solutions and variables. 
Since quantum annealing is likely to increase levels of 
effi  ciency beyond facial recognition, banning the use of 
it in facial recognition products could have negative spill-
over eff ects on other technological fi elds. 
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What is more, as the quantum annealing technology in-
volves hardware, this provides a certain degree of lever-
age compared to software-only products, which are 
more easily reproduced. As it currently stands, the quan-
tum technology supply chain is still very much located 
in European and allied countries.75 China can only supply 
mass-fabricated electronics and optics, but all of these 
components could also be produced in allied countries, 
as they are not as advanced. For instance, a project like 
AvaQus would need cryogenic cables,76 or transmission 
lines that keep superconductivity at freezing tempera-
tures; attenuators,77 which reduce noise, and are needed 
for quantum computers to operate; and infrared fi lters 
to prevent quantum devices from overheating.  

DISCUSSING EUROPE’S LEVEL 
OF AMBITION

European ambitions regarding China in this area, as 
defi ned in the introductory chapter, could range from 
threat prevention to the ability to deny or the ability to 
act. Curtailment is not a feasible option.

Threat prevention
In the context of facial recognition technologies, the 
main avenue for the EU to exert threat prevention 
would be through the use of export controls on du-
al-use technologies, either through an EU framework,78

or in line with the Wassenaar Arrangement. On the EU 
front, the most pertinent regulation would be 2021/821, 
which updates EU Dual Use Regulation 428/2009.79 No-
tably, EU member states are now required to refuse 
an export if the member state assesses that the risk is 
high that the equipment will be used for serious human 
rights violations.  

In order to limit the transfer of technologies, Europe 
would need good knowledge of which capabilities in-
dividual countries have in facial recognition adjacent 

75 Valentin Weber, “The New Quantum Technology Race”, in Internationale Politik Quarterly, Berlin, 2024, https://ip-quarterly.com/
en/new-quantum-technology-race

76 Everything RF, “What Are Cryogenic Cables?”, accessed 10 April 2024, at https://www.everythingrf.com/community/what-are-cryo-
genic-cables

77 Jeff  Shepard, “Why Use Attenuators in Quantum Computers?”, Analog IC Tips, accessed 10 April 2024, at https://www.analogictips.
com/why-use-attenuators-in-quantum-computers-faq/

78 European Parliament and Council of the European Union. “Regulation (EU) 2021/821 of the European Parliament and of the Council 
of 20 May 2021 Setting Up a Union Regime for the Control of Exports, Brokering, Technical Assistance, Transit and Transfer of 
Dual-Use Items.” Offi  cial Journal of the European Union, 2021, https://eur-lex.europa.eu/eli/reg/2021/821

79 Council of the European Union. “Council Regulation (EC) No 428/2009 of 5 May 2009 Setting Up a Community Regime for the 
Control of Exports, Transfer, Brokering and Transit of Dual-Use Items.”, Offi  cial Journal of the European Union, L134/1, 2009, https://
eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:134:0001:0269:en:PDF

80 John Costello, “Chinese Eff orts in Quantum Information Science: Drivers, Milestones, and Strategic Implications”, Testimony for 
the US-China Economic and Security Review Commission, accessed 10 April 2024, at https://www.uscc.gov/sites/default/fi les/
John%20Costello_Written%20Testimony_Final2.pdf

technologies. Only in this way will it be able to prevent 
leaks of technology that could be used to further in-
fringe on human rights in China.

Ability to deny
The ability to deny rests on an idea that there is a 
co-dependence between China and Europe. The quan-
tum supply chain is an interesting subject to examine 
here as, surprisingly, Chinese and European suppliers 
are largely disentangled. This might change however 
if Europe takes on leadership in quantum annealing 
and if China started to rely on European expertise in 
this niche area. China appears to be focusing its eff orts 
on general quantum computing,80 where the rewards 
are greater but implementation is more challenging, 
rather than on quantum annealing, which is closer to 
commercialisation as it focuses on resolving narrow 
problems such as those prevalent in image recogni-
tion. This particular focus by China on general quan-
tum computing might incentivise it to rely on foreign 
technologies and push for a level of co-dependence 
and entanglement. 

Ability to act
It is unlikely that Europe will achieve such a dominant 
position in chipmaking and annealing technologies that 
it could shape standards and policies in China. It is also 
improbable that Europe would ever develop such a 
dominant market share. European leadership is more 
likely, however, in third markets, which could in turn lead 
China to have to conform with European technologies if 
it wants to compete in those markets. European actors 
have not yet started to develop these markets, however, 
due to the novelty of the technologies.  

Curtailment
Another level of ambition for Europe could be to 
threaten to cut China off  from the technologies need-
ed for facial recognition capabilities. One of Europe’s 
few cards for exerting leverage over China has already 
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been played  – not by the EU, but by the US. Washing-
ton has imposed export limits on equipment,81 includ-
ing ASML products. Beyond Europe’s strength in chips 
equipment, however, there are currently few cards to 
play. Any further ambition to curtail Chinese technolo-
gy advances in facial recognition is not feasible. As not-
ed above, there are almost no current dependencies 
on Europe among China’s facial recognition equipment 
makers. A dependence on quantum annealing tech-
nologies, which would have a severe economic impact 
and could limit or even freeze Chinese economic de-
velopment more broadly, is also unlikely.     

POLICY RECOMMENDATIONS 

Depending on the concrete level of ambition, Europe-
an policymakers have a number of policy options to 
consider. Due to the major human rights implications 
that arise from the diff usion of facial recognition ad-
jacent technologies to China, the authors argue for a 
highly restrictive export policy. While it would be useful 
to have some leverage over a dependent China and to 
exert pressure on it when needed, the ethical concerns 
are just too great. Europe needs to situate its policies 
in line with the goal of autonomy rather than entan-
glement. If it were to export technology that enabled 
more effi  cient facial recognition in China, this would 
only strengthen the regime security of the Chinese 
Communist Party, which would in turn weaken Euro-
pean security. 

Threat prevention 
As mentioned above, Europe has dual-use regulations 
in place that could limit the export of facial recognition 
adjacent technologies. At present, the EU’s restrictions 
on the export of facial recognition systems to China 
does not extend to controls on the export of the AI 
chips or GPUs used to power those systems. The EU 

81 Toby Sterling, “Dutch Lawmakers Question New US Export Restrictions on ASML Chip Machine”, Reuters, accessed 10 April 2024, 
at https://www.reuters.com/technology/dutch-lawmakers-question-new-us-export-restrictions-asml-chip-machine-2023-10-24/

82 European Commission, “Commission Proposes New Initiatives to Strengthen Economic Security”, Brussels, 2024, https://ec.eu-
ropa.eu/commission/presscorner/api/fi les/document/print/en/ip_24_363/IP_24_363_EN.pdf

83 Amnesty International, “New EU Dual Use Regulation Agreement ‘a Missed Opportunity’ to Stop Exports of Surveillance Tools to 
Repressive Regimes”, 2021, https://www.amnesty.org/en/latest/news/2021/03/new-eu-dual-use-regulation-agreement-a-missed-
opportunity-to-stop-exports-of-surveillance-tools-to-repressive-regimes/

84 The White House, “Executive Order on Addressing United States Investments in Certain National Security Technologies and Prod-
ucts in Countries of Concern”, Washington, DC, 2023, https://www.whitehouse.gov/briefi ng-room/presidential-actions/2023/08/09/
executive-order-on-addressing-united-states-investments-in-certain-national-security-technologies-and-products-in-coun-
tries-of-concern/

85 The Select Committee on the Strategic Competition between the United States and the Chinese Communist Party, “The CCP’s 
Investors: How American Venture Capital Fuels the PRC Military and Human Rights Abuses”, https://selectcommitteeontheccp.
house.gov/sites/evo-subsites/selectcommitteeontheccp.house.gov/fi les/evo-media-document/2024-02-08%20FINAL%20VC%20
Report.pdf

86 Chris Miller op. cit.

appears to be moving in that direction with its initia-
tives on economic security.82 However, as with oth-
er key technologies where export is restricted due to 
their potential military usefulness to adversaries, en-
forcement is lacking when it comes to surveillance-re-
lated dual-use goods.83 In line with this observation, 
our fi rst policy recommendation is to tighten export 
controls and double down on enforcement. In order 
to facilitate this, Europe should establish risk track-
ers that identify European capabilities in facial rec-
ognition adjacent technologies, and in a second step 
track attempts to transfer such technologies to China. 
This policy bundle could also involve inbound and out-
bound investment screening to preclude “innovation 
export”. To give an example of why outbound invest-
ment screening is necessary, despite heavy US restric-
tions on investment in Chinese fi rms,84 a Congressio-
nal investigation has revealed that investments by US 
venture capital funds in Chinese chip vendors, such as 
SMIC, signifi cantly contributed to the advancement of 
China’s domestic semiconductor manufacturing capa-
bility and thereby directly facilitated the development 
of facial recognition systems that targeted Uyghurs in 
Xinjiang.85   

It should also be acknowledged that sometimes com-
panies might engage in voluntary technology transfer 
to gain access to the Chinese market, which ultimate-
ly leads to considerable damage to the competitive-
ness of western companies. Chinese pressure for tech-
nology transfer has long been a prevalent tendency 
in the semiconductor industry.86 It should be inhibit-
ed by European states in facial recognition adjacent 
technologies. 

Ability to deny
If Europe wanted to create a level of co-dependence 
with China, it would have to follow a two-pronged 
strategy. On the one hand, it could continue to buy 
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off -the-shelf and non-advanced quantum technologies 
from China (e.g. in electronics and optics), but would 
have to ensure that these remain substitutable with 
equipment from manufacturers based in like-minded 
countries. This would mean hand-picked dependence 
on China, but only for less advanced technologies and 
with no major costs when a switch needs to be made.   

On the fl ipside, European policymakers should proac-
tively build up niche capabilities that will allow Europe 
to have limited leverage over China. Europe needs to 
hone its capabilities in quantum annealing and chip 
manufacturing. It might be too late for Europe to try 
to build China’s reliance on Europe regarding facial rec-
ognition adjacent capabilities, since China is already 
attempting to wean itself off  foreign equipment. How-
ever, Chinese entities across regions have in certain 
cases wanted access to the most advanced technolo-
gies, and eagerly bought these despite Chinese laws 
that bar foreign equipment makers. It is unlikely that 
European companies will be able to build up a market 
share in facial recognition capabilities in China, due to 
the stigma of selling such equipment there, given the 
human rights violations that facial recognition camer-
as have enabled. So it is unlikely that Chinese actors 
will be able to import much European quantum an-
nealing equipment legally, even if Europe were pro-
ducing cutting edge research on it. Europe is likely to 
remain competitive in chip manufacturing, but exports 
are already restricted and shipments to China there-
fore unlikely to grow. All in all, it might be the case 
that Europe will export only a very limited amount of 
these technologies to China. These dual-use exports 
would be highly scrutinised due to their sensitive na-
ture, and only allowed to be used for specifi c optimi-
sation problems in chemistry sciences, such as drug 
discovery, where human rights implications are less 
likely to arise. Despite their limited amounts, however, 
these may be valuable for China and create a moder-
ate level of co-dependence.  

At the same time, European governments will have to 
encourage the growth of these niche areas, which are 
the most promising in Europe’s competition with Chi-
na in this technology fi eld. In this vein, Europe should 
deepen innovation cooperation with countries such as 
Canada, which has been leading the development of 
quantum annealing technologies. Inter-European co-
operation should also be deepened. AVaQus is one 
example where Horizon 2020 funding enabled a Euro-
pean consortium of start-ups and research institutions 
to work on quantum annealing hardware. The digital 

87 Martin Greenacre, “EU Launches Chips Partnership with €1.7B for Pilot Lines”, Science Business, accessed 10 April 2024, at https://
sciencebusiness.net/news/semiconductors/eu-launches-chips-partnership-eu17b-pilot-lines

Single Market more broadly needs to be strengthened 
by creating common data pools and fostering harmon-
isation of regulations and standards. 

All this is not to say that Europe ought to become a 
world leader in facial recognition camera technology, 
but it should become a cutting-edge research hub in 
technologies that can be used not only in facial recogni-
tion, but also in many other industrial fi elds that require 
process optimisation. In this way, Europe can focus on 
becoming a leader in fi elds that are not prone to human 
rights abuses while at the same time have leverage in 
the dual-use technologies that are used in China to per-
petuate its surveillance apparatus. 

Ability to act 
All the above policy recommendations will be useless 
if Europe does not manage to commercialise its prod-
ucts in these frontier fi elds. The focus of European ef-
forts should therefore not only be the domestic market, 
which is today the primary focus of European policy-
makers, but the international market. This international 
promotion can be fostered by organising trade fairs in 
markets of interest and bringing European products in 
contact with customers in Europe’s neighbourhood and 
further abroad. Current use cases for quantum anneal-
ing are mostly developed with domestic optimisation 
problems in mind and largely omit challenges to be re-
solved on other continents. Designing and marketing 
quantum annealing products with a broader audience 
in mind might help with the targeting of third mar-
kets. As mentioned in other chapters in this volume, 
we believe that instead of building R&D hubs in China, 
European companies and universities should focus on 
building up niche capabilities in third markets and aim 
to gain a larger market share there. In this way, Euro-
pean actors could indirectly shape how the technology 
develops in China through third markets.   

The EU should also further encourage public-private 
partnerships in the AI chip space.87 National govern-
ments should collaborate with private sector compa-
nies and increase public high-risk R&D investment in 
European and like-minded companies to maintain a 
leading edge in these strategic technologies. In a simi-
lar vein, European states should reinvigorate like-mind-
ed digital industrial policy coordination to prevent the 
duplication of eff orts and resource spending. These 
partnerships can drive innovation in the chipsets that 
are also the foundation for advanced facial recognition 
software. In parallel, the EU should focus long-term 
resources on educational and workforce development 
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across the member states by investing in education 
and skill development specifi c to AI, semiconductor 
manufacturing and related technologies, to tackle the 
skills shortage.88 This will provide a sustainable and 
skilled workforce to support this strategic industry. 

Europe should engage diplomatically to navigate the 
complex global supply chain dynamics that are defi ning 
de-risking and resilience in the early 21st  century.89 This 

88 Semi, “Semi Europe and European Commission Representatives Develop Key Actions to Tackle Chip Industry Skills Shortage”, 
accessed 10 April 2024, at https://www.semi.org/en/news-media-press-releases/semi-press-releases/semi-europe-and-europe-
an-commission-representatives-develop-key-actions-to-tackle-chip-industry-skills-shortage

89 Groupe D’Études Géopolitiques, “De-risking and Tech Supply Chains: Europe in the World of National Security”, 2023, https://
geopolitique.eu/en/2023/07/05/de-risking-and-tech-supply-chains-europe-in-the-world-of-national-security/

90 Mathieu Duchâtel, “TSMC in Germany: The Successes and Limits of the EU Chips Act”, Euractiv, accessed 10 April 2024, at https://
www.euractiv.com/section/industrial-strategy/opinion/tsmc-in-germany-the-successes-and-limits-of-the-eu-chips-act/

91 Conor Savoy and Sundar Ramanujam, “Diversifying Supply Chains: The Role of Development Assistance and Other Offi  cial 
Finance”, Center for Strategic and International Studies, 2022, https://www.csis.org/analysis/diversifying-supply-chains-role-de-
velopment-assistance-and-other-offi  cial-fi nance

should include dialogue with both major players, the US 
and China, and key strategic partners, such as Taiwan 
and Japan, to manage export controls while maintaining 
good trade relationships. Alternative AI chip foundries 
should be developed in the most advanced industrial 
bases in the EU (e.g. in Germany),90 and in Japan. Re-
ducing dependency on a single supplier or country by 
diversifying the supply chain could mitigate the risks 
associated with geopolitical tensions or trade disputes.91
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INTRODUCTION

Europe is a global scientifi c leader. Nearly a quarter of 
the more than 250,000 biotech patents granted in Eu-
rope, the United States and the People’s Republic of Chi-
na (PRC) between 2012 and 2021 came from Europe.1 In 

1 Matthias Evers,  Antonia Stein-Asmussen,  Nicole Szlezak and Alexandra Zemp, “Europe’s Bio Revolution: Biological innovations 
for complex problems”, McKinsey & Company, accessed 10 January 2023, at https://www.mckinsey.com/industries/life-sciences/
our-insights/europes-bio-revolution-biological-innovations-for-complex-problems#

2 Genomic data is a generic term for the entire genetic sequence, DNA. The rise of genomics and related technologies off ers 
considerable opportunities when it comes to a variety of medical treatments from precision medicine to disease prediction, the 
development of safe medications (pharmacogenomics) and genetic engineering. 

genomics, Europe’s strength is research and innovation 
excellence, which also crucially translates into intellectual 
property (IP). It is well known that diversity in genom-
ic data plays a key role.2 Without diversity, researchers 
might miss key genetic factors that play a role in dis-
ease susceptibility and drug response among diff erent 

European genomic data is indispensable to China’s biotech and med-tech research and ex-
ports. International collaboration on scientifi c advancement has been a key contributor to 
innovation and collective progress. In recent years, the European Union and China have con-
ducted joint research partnerships bilaterally and with other countries. These have included 
the sharing of sensitive genomic data. However, growing geopolitical competition and con-
cerns about the application of discoveries have had a chilling eff ect in a broad range of tech-
nological areas, including genomic data-sharing. Research partnerships are already subject 
to access and ethics controls but increasing geopolitical tensions have prompted calls for a 
review of the transfer of sensitive data to China due to concerns about its use. Data can pro-
vide insights that contribute to societal benefi ts but transfers have competition and national 
security implications. This chapter outlines China’s stated ambitions in genomics, analyses 
China’s dependencies vis-à-vis Europe, and assesses Europe’s strengths in genomic data. The 
example of Latvia MGI Tech provides a case study of EU-China genomic data collaboration 
that could be exploited by China for competitive advantage at signifi cant risk to European 
industry, and potentially the citizens of EU member states.
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population groups. This is true not only for rare diseases, 
but also for almost any kind of disease related to a 
genetic modifi cation. The highly diverse European pop-
ulation makes genomic data from Europe particularly 
valuable. Hence, datasets on citizens of the European 
Union (EU) member states are strategic for any genomic 
research, including for widening China-based research 
to include a broader range of people. The Covid-19 pan-
demic provides a striking demonstration of the value of 
research collaboration across borders, where the shar-
ing of SARS-CoV-2 genome sequences to piece together 
how the virus behaves resulted in research that bene-
fi ted all.3

The Chinese government has long regarded biotech as 
a national priority. There have been impressive levels 
of investment and numbers of initial public off erings 
since 2015.4 The 13th Five-Year Plan (FYP, 2016–2020) 
prioritised the wide application of genomics and other 
biotechnologies.5 As part of this commitment, the FYP 
underscored the need to invest in high-throughput ge-
nomic sequencers; that is, machines that enable rapid 
reading and analysis of genomic sequences found in 
DNA, which help to explain what each component of 
DNA does and helps scientists to understand humans 
and the environment. The Chinese government recog-
nises the key role of Chinese industry in making ad-
vances in genomics and has committed to support its 
companies, seeking to expand their footprint globally 
in all areas identifi ed as strategic emerging industries.6

3 Nature, “Protect precious scientifi c collaboration from geopolitics”, editorial, accessed 18 March 2024, at https://www.nature.com/
articles/d41586-021-01386-0.

4 Bloomberg Businessweek, “China 220$ Billion Biotech Initiative is Struggling to Take off ”, accessed 18 March 2024, at https://
www.bloomberg.com/news/articles/2023-05-15/china-biotech-stumbles-despite-220-billion-investment.

5 NDRC, “The 13th Five-Year Plan for Economic and Social Development of The People’s Republic of China (2016–2020), Box 
8 – Development of Strategic Emerging Industries”, accessed 18 March 2024, at https://en.ndrc.gov.cn/policies/202105/
P020210527785800103339.pdf.

6 NDRC, “The 13th Five-Year Plan for Economic and Social Development of The People’s Republic of China (2016–2020), Section 
3”, accessed 18 March 2024, at https://en.ndrc.gov.cn/policies/202105/P020210527785800103339.pdf.

7 Central People’s Government of China, “中华人民共和国国民经济和社会发展第十四个五年规划和2035年远景目标纲要” [The 14th 
Five-Year Plan for National Economic and Social Development of the People’s Republic of China and the Outline of Long-Range 
Goals for 2035], accessed 18 March 2024, at https://www.gov.cn/xinwen/2021-03/13/content_5592681.htm.

8 NDRC, “国家发展改革委关于印发《“十四五”生物经济发展规划》的通知” [Notice of the National Development and Reform Com-
mission on Issuing the “14th Five-Year Plan for Bioeconomy Development Plan”], accessed 19 April 2024, at  https://www.ndrc.
gov.cn/xxgk/zcfb/ghwb/202205/t20220510_1324436.html. 

9 NDRC, “十四五”生物经济发展规划” [The 14th Five-Year Plan for Bioeconomy Development], accessed 18 March 2024, at https://
www.ndrc.gov.cn/xxgk/zcfb/ghwb/202205/P020220510324220702505.pdf.

10 National Health Commission of China, “国家卫生健康委办公厅关于印发出生缺陷防治能力提升计划（2023-2027年）的通知” [No-
tice from the General Offi  ce of the National Health Commission on Issuing the Birth Defects Prevention and Treatment Ability 
Improvement Plan (2023-2027)], accessed 18 March 2024, at http://www.nhc.gov.cn/fys/s3589/202308/10245921f51d40ea954e-
96f6199e3e0a.shtml.

The Outline of the 14th FYP (2021–2025) increases the 
profi le of biotech still further, describing it as an element 
of an integrated bioeconomy.7 In 2021, the National De-
velopment and Reform Commission (NDRC) produced a 
dedicated Bioeconomy Development Plan with the ap-
proval of the State Council, which was passed on to 
local governments for “conscientious implementation”.8
The plan stresses the need to “accelerate the develop-
ment of high-throughput gene sequencing technology, 
promote the innovation of next-generation sequenc-
ing technology marked by single-molecule sequencing, 
continuously improve gene sequencing effi  ciency and 
reduce sequencing costs”.9 In addition, the document 
calls for an increase in China’s overseas presence to: 
“Promote innovative drugs, high-end medical devices, 
genetic testing ... to go global, and encourage biolog-
ical companies to accelerate their integration into the 
international market by establishing overseas R&D cen-
tres, production bases, sales networks and service sys-
tems”. Based on the growing presence of Chinese bio-
tech companies abroad, including in Europe, it is clear 
that this plan is being implemented.

This prioritisation of gene technology by the FYPs is 
refl ected in Chinese government action. For example, 
the PRC General Offi  ce of the National Health Com-
mission has called for more professionals to “master 
cutting-edge technologies such as biomedical informa-
tion, genetic testing”.10 The Peking Union Medical College 
Hospital of the Chinese Academy of Medical Sciences 
has taken the lead in designing a “Large-scale sam-
ple registration, management and decision-making data 
support platform and prediction and decision-making 
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data support platform for rare diseases”.11 This has been 
powered by the establishment of the national big data 
centres outlined in the 14th FYP. It should be noted that 
the push for genomic data collection and centralisation 
falls into a wider trend outlined in the planning docu-
ments: that of the strategic utility of collecting more 
data overall while also protecting the data collected for 
reasons of national sovereignty.

Developing technology for genomic data analysis is not 
only crucial for healthcare, but also contributes to Chi-
na’s industrial policy goals, as an element of a “strong 
manufacturing nation”12 with a leading export capabili-
ty in medical technology. To achieve its ambition, China 
cannot simply rely on the domestically available gene 
pool and corresponding datasets. Pharmaceuticals de-
veloped based on the genomes found in China may not 
be as eff ective on populations elsewhere, as genetic 
variations in drug metabolising enzymes and transport-
ers infl uence the effi  cacy of numerous drugs,13 disadvan-
taging China’s export capabilities.

Alongside all the benefi ts of transnational cooperation, 
genomic information can also be used for malicious 
purposes. It is concern over misuse that prompted the 
US National Counterintelligence and Security Center to 
publish a report stating that China “has collected large 
healthcare data sets from the US and nations around 
the globe, through both legal and illegal means, for pur-
poses only it can control”.14 Ultimately, the intention be-
hind the collection of such genetic data is obscure.

In recognition of the centrality of data to scientifi c ad-
vancement, commercial benefi t and national security, 
China has increased its access to foreign genomics while 
at the same time tightening control over access to its 
own data. According to the 2020 Biosecurity Law, “over-
seas organisations, individuals, and institutions estab-
lished or actually controlled by them are not allowed 

11 National Health Commission of China, “对十四届全国人大一次会议第1102号建议的答复” [Reply to Recommendation No. 1102 of 
the First Session of the 14th National People’s Congress], accessed 18 March 2024, at http://www.nhc.gov.cn/wjw/jiany/202307/
df157de0454143569ea0678bb8fa5388.shtml.

12 Xinhua, “第三篇　加快发展现代产业体系　巩固壮大实体经济根基, 第八章　深入实施制造强国战略” [Part 3: Accelerate the de-
velopment of the modern industrial system and consolidate and strengthen the foundation of the real economy, Chapter 8: 
In-depth implementation of the strategy of manufacturing a strong country], accessed 18 March 2024, at http://www.xinhuanet.
com/fortune/2021-03/13/c_1127205564_4.htm.

13 US National Counterintelligence and Security Center, “China’s Collection of Genomic and Other Healthcare Data from America: 
Risks to Privacy and US Economic and National Security”, accessed 18 March 2024, at  https://www.dni.gov/fi les/NCSC/docu-
ments/SafeguardingOurFuture/NCSC_China_Genomics_Fact_Sheet_2021revision20210203.pdf?itid=lk_inline_enhanced-tem-
plate.

14 US National Counterintelligence and Security Center, op. cit.

15 FAO, “Biosecurity Law of the People’s Republic of China”, accessed 18 March 2024, at https://www.fao.org/faolex/results/details/
en/c/LEX-FAOC198696/#:~:text=This%20Law%20is%20enacted%20for,boosting%20the%20construction%20of%20a.

16 NPC, “中华人民共和国国家情报法” [National Intelligence Law of the People’s Republic of China], accessed 23 March 2024, at http://
www.npc.gov.cn/zgrdw/npc/xinwen/2017-06/27/content_2024529.htm.

to collect or preserve China’s human genetic resources 
within the territory of China, nor are they allowed to pro-
vide China’s human genetic resources abroad”.15 China’s 
National Intelligence Law allows intelligence agencies to 
force businesses and individuals to hand over data and 
assets on request.16 This limits the control that non-Chi-
nese researchers could have over information shared 
with Chinese research partners. It is likely that any scien-
tifi c advancement derived from access to a larger, more 
diverse set of data would be to the benefi t of whoever 
has access to this data.

Against this backdrop, some warn of a “chill” in research 
collaboration with China. The United Kingdom, and the 
EU and its member states have traditionally followed 
liberal economic policies that limit government inter-
vention to a minimum. For example, the screening of 
investments or control of mergers and acquisitions are 
limited to national security and anti-monopoly concerns. 
In addition to the diffi  cult balance between openness 
for the sake of improving global health and protecting 
European core interests, the EU and the UK should also 
consider the leverage that stems from access to Euro-
pean genomic data. It is this delicate balance that is the 
subject of this chapter. 

ASSESSMENT OF DEPENDENCIES 

Chinese scientists have been emphasising the need to 
onshore genomics data storage and analysis facilities for 
the past decade. Its limited access to global genomics 
data resources is putting China at a disadvantage, as the 
bulk of the data is stored by the US, the EU and Japan. 
Researchers at the Chinese Academy of Sciences at the 
Beijing Institute of Genomics noted in 2016 that: “There 
are three existing international bioinformatics centres 
that contain almost all the histological big data pro-
duced for scientifi c research purposes, i.e., the National 
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Center for Biotechnology Information (NCBI) in the Unit-
ed States, the European Bioinformatics Institute (EM-
BL-EBI), and the DNA Data Bank of Japan (DDBJ). These 
three centres focus on storing, managing, and sharing 
genome sequence information produced by scientists, 
and have formed the International Nucleotide Sequence 
Database Collaboration (INSDC). To date, these three 
centres have established a global monopoly on genom-
ics data resources and are in the vanguard”.17 While Chi-
nese scientists are able to access the INSDC, the process 
is slow. The researchers therefore favour China develop-
ing its own centralised repository: “genomic big data is 
an important national strategic biological resource, and 
the histological data produced by scientists is not only 
for publication, but also more important as a strategic 
resource to be protected and reused”.18  Another paper 
directly connects the construction of this autonomous 
and controllable genomics big data research platform 
with geopolitics and national security: “China’s demand 
for the development of independent core technology is 
increasingly urgent, and complex international relations 
have also pushed China to elevate information security 
and independent innovation of key technologies to the 
height of national strategy. The construction of a medi-
cal and healthcare big data research platform based on 
autonomous and controllable technology is in line with 
the needs of industry, people’s livelihood and the nation-
al security strategy”.19

China has streamlined and adapted its approach to 
genomic data management over the years. In 2019, 
the role of China’s Vice Minister for Science and Tech-
nology focused purely on the health dimension of ge-
nomic data.20 In May 2023, the Ministry of Science and 
Technology’s restrictions on foreign collection, storage 

17 China InfoCom, “赵文明，张思思，唐碧霞，陈婷婷，郝丽丽，桑健，李茹姣，肖景发，章张, “面向国际的生命组学大数据管理体系建
设””, [Zhao Wenming, Zhang Sisi, Tang Bixia, Chen Tingting, Hao Lili, Sang Jian, Li Rujiao, Xiao Jingfa, Zhang Zhang, “Construction 
of an internationally oriented big data management system for life-omics”], accessed 18 March 2024, at doi: 10.11959/j.issn.2096-
0271.2016065.

18 China InfoCom, op. cit.

19 Kuang Yalan et al., “医疗机构自主可控大数据科研平台建设方案” [Construction Plan for Independent and Controllable Big Data 
Research Platform for Medical Institutions], in Journal of Medical Informatics no. 3,2022, accessed 23 March 2024, at https://www.
sinomed.ac.cn/article.do?ui=2022239977.

20 “Human genetic resources, as an important strategic resource, are of great signifi cance to our understanding of the nature of 
life, exploration of the principles and mechanisms of disease occurrence and development, research and development of disease 
prevention and intervention strategies, and promotion of population health”, see MOST, “《中华人民共和国人类遗传资源管理
条例》吹风会” [Briefi ng on “Regulations of the People’s Republic of China on the Management of Human Genetic Resources”], 
accessed 19 April 2024, at https://www.most.gov.cn/xwzx/twzb/fbh19061201/twbbwzsl/201906/t20190614_147075.html.

21 Jessie Yeung, “China’s Sitting on a Goldmine of Genetic Data: and It Doesn’t Want to Share”, accessed 18 March 2024, at https://
edition.cnn.com/2023/08/11/china/china-human-genetic-resources-regulations-intl-hnk-dst/index.html.

22 Executive Offi  ce of the US President, “Preventing Access to Americans’ Bulk Sensitive Personal Data and United States Govern-
ment-Related Data by Countries of Concerns”, Executive Order 14117 of 28 February 2024, accessed 18 March 2024, at https://
www.federalregister.gov/documents/2024/03/01/2024-04573/preventing-access-to-americans-bulk-sensitive-personal-da-
ta-and-united-states-government-related; see also Yuka Hayashi and John D. McKinnon, “US Looks to Restrict China’s Access 
to Cloud Computing to Protect Advanced Technology”, accessed 8 March 2024, at https://www.wsj.com/articles/u-s-looks-to-
restrict-chinas-access-to-cloud-computing-to-protect-advanced-technology-f771613.

or access of Chinese genomic data not only put Eu-
ropean researchers at a disadvantage, but demon-
strated the geopolitical dimension of the subject. Re-
search collaborations continue to be permitted, but 
are now subject to more rigorous examination, includ-
ing mandates for compulsory security assessments in 
specifi c circumstances.21

A similar trend for data decoupling in sensitive areas, 
including genomic data, is visible in the US.22 As the de-
bate on the risks of open scientifi c cooperation with Chi-
nese entities progresses in the West, China anticipates 
that its access to genomic data repositories could be 
limited. However, China is walking a fi ne line. The PRC 
risks setting a precedent by limiting foreign access to 
Chinese data that only hurts itself. Currently, most ge-
nomic data is stored in the EU, the UK, the US and Ja-
pan, and any sudden restriction triggered by the West 
could leave China unprepared. This hints at the indis-
pensability of such data stored in Europe and the lever-
age access to such data carries. Should the relationship 
between China and the West deteriorate to the point 
where Chinese companies are denied access to Europe-
an and US genomic databases, not only would Chinese 
pharmaceutical companies take an economic hit, but the 
ability of clinicians to conduct prenatal, neonatal and di-
agnostic testing would be severely impeded.

As genetic mutations diff er across populations, access 
to diff erent pools is crucial for a clinician to determine 
whether a variant found in a patient is pathogenic. If 
a mutation is found in a patient that is not typical for 
their geographic pool, clinicians routinely search other 
pools to establish whether such mutations are compat-
ible with healthy populations elsewhere in the world. 
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This illustrates that the benefi ts of access to genomic 
databases are not unidirectional: a European database 
that includes vast data from China is superior to a da-
tabase that does not.23 There is currently a visible un-
derrepresentation of East Asian genetic samples in free 
access databases.24

Onshoring a global gene database is in line with China’s 
state-driven industrial policy goals. A strong biotechnol-
ogy industry is an integral part of strengthening Chi-
na’s export capacity in high-value added sectors such as 
pharmaceuticals and medical technology. China’s course 
is likely to exacerbate non-reciprocal market openness 
and the uneven playing fi eld for EU companies. If Chi-
na accumulates a broad global database while limiting 
access to its domestic data, it will be able to outcom-
pete other databases that are currently market leaders, 
including EU champions such as the German compa-
ny Centogene, which off ers aff ordable genetic tests but 
charges signifi cant database access fees.25

Ultimately, international pharmaceutical companies and 
genetic testing labs from around the world might end 
up with no viable alternative to China’s service, which 
would give China a monopoly on access to this data and 
the capacity to implement its own preferred controls on 
who can access it. This could result in suboptimal shar-
ing arrangements of Chinese data with European part-
ners in terms of speed and scope, but also cost.

In short, genomic data decoupling would be suboptimal 
for all actors while mutual China-EU dependency would 
be the best outcome. At worst, however, the PRC would 
gain a monopoly over genomic data due to an uneven 
playing fi eld that it could use as a tool of economic co-
ercion against Europe. However, China will not be able 
to achieve such dominance without steady access to 
foreign genomic data. Europe is a key market for Chi-
nese pharmaceuticals and European genomic data is 
key to China’s bio-tech ambitions, as is securing access 

23 Ieva Mičule, clinical geneticist and doctoral researcher, Children’s Clinical University Hospital, Interview with the author, 8 January 
2024.

24 For example, the “gnomAD” genome aggregation database, which releases data from large-scale sequencing projects for the 
benefi t of the biomedical community, demonstrates a huge disparity, with 622,057 European samples versus only 22,448 East 
Asian samples available for search – a set critically low in both absolute and comparable numbers. Meanwhile, the information 
on worldwide unique gnomAD users in the past 12 months shows that access from Asia (107,123) is close to that from Europe 
(137,351), illustrating signifi cant demand from Asia, see gnomAD, “What’s in gnomAD?”, accessed 19 April 2024, at https://gnomad.
broadinstitute.org/stats.

25 Centogene, “The Centogene Biodatabank”, accessed 18 March 2024, at https://www.centogene.com/about-us/biodatabank.

26 BGI, “About BGI”, accessed 18 March 2024, at https://www.bgi.com/global/company/about-bgi.

27 Baidu Encyclopaedia, “尹烨” [Yin Ye], accessed 23 March 2024, at https://baike.baidu.com/item/%E5%B0%B9%E7%83%A8/8331588.

28 Yin Ye, “所有人类竟然是一家人？” [Are all humans one family?], accessed 23 March 2024, at https://www.youtube.com/watch?ap-
p=desktop&v=TqMznSlu80s&feature=youtu.be, 4:28.

to genetic data from other regions of the world. Eu-
ropean strength lies in the accessibility of its data and 
its data diversity, which is then developed through in-
novation and research in cooperation with like-minded 
global partners. 

With the indispensability of European genomic data in 
mind, a realistic level of ambition for Europe in the com-
ing 10–15 years would be to maintain Chinese depen-
dency on Europe. Given the current level of data mobil-
ity and the unlevel playing fi eld in China’s favour, Europe 
should strengthen controls over the data originated in 
Europe by loophole proofi ng existing data transfer leg-
islation, ensuring its implementation and introducing im-
plementable penalties that provide suffi  cient deterrence. 
The case study of Latvia MGI Tech, a subsidiary of the 
leading Chinese genomics company, BGI Group, illus-
trates these dynamics.

CASE STUDY: LATVIA MGI TECH 

BGI Group, a Shenzhen-based Chinese genomics com-
pany that provides “academic institutions, pharmaceu-
tical companies, healthcare providers and other or-
ganisations with integrated genomic sequencing and 
proteomic services” is one of the world’s leading ge-
nomics companies.26 Ye Yin, the Chief Executive of BGI 
group, is a high-profi le scientist and the 2016 recipient of 
the honorary title ‘Excellent Communist Party Member 
of Yantian District, Shenzhen’.27 In public statements, he 
links the work of BGI to President Xi Jinping’s concept 
of a “community of common destiny of mankind” in the 
sphere of biological advancements.28

There have been widespread concerns about BGI 
Group’s protection of and access to data. A 2021 Reu-
ters investigation found that: “DNA data collected from 
[BGI-produced] prenatal tests on women outside China 
have also been stored in China’s government-funded 
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gene database”.29 A company spokesperson is on re-
cord as stating that: “BGI is interested in large national 
projects, such as the creation of a [Chinese] national 
biobank”.30 In March 2023, the US government placed 
BGI Group on its entity list over concerns about the se-
curity of US citizens’ genetic data under BGI’s control.31

BGI has a self-reported business presence in more than 
100 countries worldwide. In 2016, BGI created a subsid-
iary, MGI, which has a core focus on “R&D, production 
and sales of DNA sequencing instruments, reagents, 
and related products”.32 In 2019, Latvia announced the 
launch of “Latvia MGI Tech” (Latvia MGI). Despite the 
above-mentioned US concerns, four years and €20 mil-
lion in investment later,33 Latvia now houses the second 
largest BGI-affi  liated facility outside China. (The largest 
is in the US.) Its activities are extensive. According to the 
Head of Latvia MGI, Andis Šlaitas, the facility carries out 
commercial functions, such as production of genome 
sequencing equipment and reagents,34 and the devel-
opment of new equipment, as well as non-commercial 
functions that include research activities in relation to 
“a privately fi nanced research institute, the China na-
tional gene bank, as well as others”.35 Latvia MGI has 
been involved in a number of joint scientifi c projects 
with researchers in Latvia and the EU, including the EU’s 
key research and innovation funding instrument, Hori-
zon. Most of these projects involve human samples, for 
example in metagenome analysis.36 In 2022, Latvia MGI 
founded a training centre with 20 study programmes 

29 Kirsty Needham and Clare Baldwin, “China’s Gene Giant Harvests Data from Millions of Women”, accessed 8 March 2024, at 
https://www.reuters.com/investigates/special-report/health-china-bgi-dna/.

30 Latvijas Avīze, “FOTO: Latvija kļūst par gēnu izpētes centru” [PHOTO: Latvia is becoming a gene research centre], accessed 23 
March 2024, at https://www.la.lv/latvija-klust-par-genu-izpetes-centru.

31 Jamie Smyth and Demetri Sevastopulo, “Chinese genetics company targets US despite political tensions”, accessed 23 March 
2024, at https://www.ft.com/content/cc905012-f264-4e87-8171-8e7e243c5d51.

32 MGI, “About”, accessed 23 March 2024, at https://en.mgi-tech.com/about/.

33 Dienas Bizness, “MGI Latvia uzsāk sekvencēšanas iekārtu ražošanu eksportam” [MGI Latvia starts production of sequencing 
equipment for export], accessed 23 March 2024, at https://www.db.lv/zinas/mgi-latvia-uzsak-sekvencesanas-iekartu-razosa-
nu-eksportam-511835.

34 Reagent production is a substance used in genome sequencing. 

35 LIAA, “Labs of Latvia, Intervija ar MGI Tech Latvija vadītāju Andi Šlaitas” [Labs of Latvia, Interview with MGI Tech Latvija manager 
Andis Šlaitas], accessed 23 March 2024, at https://www.youtube.com/watch?v=ARYWBLY19Po.

36 Dr Andis Šlaitas, Interview with the author, 20 October 2023.

37 MGI, ”MGI Opens the Doors of Customer Experience Center in Europe”, accessed 18 March 2024, at https://en.mgi-tech.com/
news/347/.

38 The press release on the donation envisages that the funds will be used to facilitate implementation of several crucial projects 
aimed at enhancing the health of Latvian children. This allocation of resources will enable the provision of essential medical 
treatments and the advancement of methods for timely and accurate diagnosis. Furthermore, the donation seeks to foster 
progress with hospital infrastructure development, specifi cally the development of next-generation genome sequencing tech-
nologies for disease management. The donation will also contribute to the advancement of wider research projects. See Latvijas 
Sabiedriskie Mediji, “Bērnu slimnīcas fonds no biotehnoloģiju uzņēmuma «MGI Latvia» saņēmis 2,8 miljonu eiro ziedojumu” [The 
Children’s Hospital Foundation received a donation of € 2.8 million from the biotechnology company MGI Latvia], accessed 19 
April 2024, at https://www.lsm.lv/raksts/zinas/latvija/19.04.2023-bernu-slimnicas-fonds-no-biotehnologiju-uznemuma-mgi-lat-
via-sanemis-28-miljonu-eiro-ziedojumu.a505480/.

39 Executive Offi  ce of the US President, op. cit.

designed to familiarise researchers and partners from 
Europe and Africa with MGI technologies.37

Latvia MGI’s ties with its blacklisted parent BGI Group 
are not transparent. During a visit to Latvia in 2023, in a 
public relations exercise, Ye Yin donated €2.8 million to 
a Latvian children’s hospital on behalf of Latvia MGI.38

It appears that BGI Group has strong links with the ac-
tivities of Latvia MGI and there is no defi nitive way to 
ensure that due process is followed in isolating the data 
of the daughter company from the parent company. Nor 
is there due process to ensure the data is not accessed 
by Chinese government or Chinese Communist Party 
(CCP) structures. Genomic data falling into the hands of 
the CCP is a real concern: 

Entities in the United States healthcare market can ac-
cess bulk sensitive personal data, including personal 
health data and human genomic data, through part-
nerships and agreements with US healthcare provid-
ers and research institutions. Even if such data is an-
onymised, pseudonymised, or de-identifi ed, advances 
in technology, combined with access by countries of 
concern to large data sets, increasingly enable coun-
tries of concern that access this data to re-identify 
or de-anonymize data, which may reveal exploitable 
health information.39
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In fact, genetic data diff ers from traditional health in-
formation since it remains primarily unaltered over a 
lifetime and often has implications for the privacy of 
an individual’s family members and relatives. Many re-
cent re-identifi cation studies have shown that it is be-
coming increasingly challenging to ensure that genetic 
data, even without accompanying personal data such as 
weight, height and medical history, is not readily identifi -
able, and that de-identifi cation of that data alone is not 
suffi  cient to ensure that genetic data will not be re-iden-
tifi ed in the future as new datasets and re-identifi cation 
techniques become available.

Latvia MGI presents itself as an internationalised and 
open business entity.40 However, given the continuing 
links between BGI Group and Latvia MGI’s activities, and 
the potential link to China’s genomic ambitions, the col-
lection, analysis and storage of genomic data on Euro-
pean citizens by Latvia MGI raises concerns. The Latvian 
State Security Service has been monitoring Latvia MGI’s  
activities since its founding, noting that “the acquisition 
of and research on genetic data, both domestically 
and internationally, are essential for China to strength-
en its position as a global leader in biotechnology”.41

In addition, the diversifi cation that European samples 
brings provides important research data points. Apart 
from the industrial policy lens, the Security Service has 
also outlined the national security aspect: “Chinese pri-
vate sector companies are largely under the control of 
the Chinese government and are required to cooper-
ate with Chinese authorities, including special services, 
when necessary. The activities of Chinese companies in 
Latvia are therefore associated with intelligence risks”.42

In fact, access to the Latvian data is both sensitive and 
critical for the Chinese fi rm. European data adds diver-
sity and thereby enhances the potential scope for a 
broad fi eld of research conducted by China: genome and 

40 MGI, “MGI Technology’s X profi le”, accessed 18 March 2024, at https://twitter.com/MGI_Technology.

41 Latvijas Sabiedriskie Mediji, “Bērnu slimnīcas fondam ziedojušais Ķīnas uzņēmums «MGI» nonācis Drošības dienesta redzeslokā” 
[The Chinese company MGI, which donated to the Children’s Hospital Foundation, has come under the attention of the Security 
Service], accessed 23 March 2024, at https://www.lsm.lv/raksts/zinas/latvija/07.05.2023-bernu-slimnicas-fondam-ziedojusais-ki-
nas-uznemums-mgi-nonacis-drosibas-dienesta-redzesloka.a507650/.

42 Latvijas Sabiedriskie Mediji, op. cit.

43 Latvijas Sabiedriskie Mediji, op. cit.

44 EU, “General Data Protection Regulation”, accessed 18 March 2024, at https://eur-lex.europa.eu/eli/reg/2016/679/oj.

45 Dr Andis Šlaitas, Interview with the author, 20 October 2023.

46 Shanti Das and Vincent Ni, “Fears over China‘s Access to Genetic Data of UK Citizens“, accessed 8 March 2024, at  https://www.
theguardian.com/science/2022/aug/20/fears-over-chinas-access-to-genetic-data-of-uk-citizens.

47 Zhiyu Wan, et al.,” Sociotechnical safeguards for genomic data privacy”, in Nature Review Genetics, vol.  23, pp. 429–445, 2022, 
doi: 10.1038/s41576-022-00455-y.

48 Rajagopal Venkatesaramani et al., ”Re-identifi cation of Individuals in Genomic Datasets Using Public Face Images”, in Science 
Advances, vol. 7, no. 47, 2021, doi: 10.1126/sciadv.abg32.

personalised medicine. The monitoring of data fl ows by 
the Scientifi c Council at the Latvian Biomedical Research 
and Study Centre for compliance with the law and strict 
data protection are therefore critical.43 The General Data 
Protection Regulation (GDPR) gives the supervisory au-
thorities the right to impose administrative fi nes, de-
pending on the nature, gravity, duration and intention of 
the infringement, and to impose a temporary or indefi -
nite limitation, including a ban on processing; withdraw a 
certifi cation and “order the suspension of data fl ows to a 
recipient in a third country or to an international organ-
isation”.44 While monitoring the fl ow of data might mit-
igate the risk of leakage, however, it does not prevent 
misuse once the data has been acquired. MGI Latvia 
argues that it uses the data exclusively to demonstrate 
the capability of the instruments it produces: “We do not 
collect the actual sequencing data – only anonymised 
sample codes. All other information (specimen’s country, 
weight, height, medical history) stays with the partner 
who collects the primary data and runs the research. 
We at MGI do not develop bioinformatic platforms”.45

Existing Europe-China cooperation mechanisms rely 
largely on trust, but this trust is eroding. For example, 
Chinese researchers’ access to the genetic data of half 
a million British citizens has raised concerns about po-
tential misuse, such as linking the data with other data-
sets.46 This carries enormous risks. In 2013, participants 
in the Personal Genome Project were re-identifi ed by 
linking participants’ data records to publicly available 
voter registration lists using demographic attributes.47

Linking de-identifi ed genetic data to genealogy databas-
es such as Ancestry.com, which are growing in popularity 
and contain identifi able information such as surnames, 
is another source of concern. More recently, it has been 
shown that images of an individual’s face found in pub-
licly available datasets can be used for re-identifi cation 
purposes. Although such activity is currently rare,48 it is 
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likely that rapid developments in the fi elds of 3D pho-
tography and artifi cial intelligence (e.g., highly eff ective 
approaches for inferring eye colour from images) might 
make such activity easy and cheap in the future.

There is scepticism in the case of Latvia MGI Tech too. 
Current regulatory provisions do not guarantee protec-
tions for EU genomics data that has already been col-
lected. This could lead to the misuse of genomic data 
that would give Chinese genomics and pharmaceutical 
companies  a global competitive edge over European 
counterparts, as EU entities have restricted access to 
Chinese genomic data and China is developing a more 
diverse genomic dataset.

The China-Latvia collaboration is not unique in genom-
ics. BGI subsidiaries have been cooperating with the Kar-
olinska Institute in Sweden and have other partners in 
Slovakia and France. However, Latvia MGI is the largest 
production facility outside China, covering all of Europe 
as well as Africa. While Latvia’s genomic partnership 
with China is continuing, some partnerships elsewhere 
in Europe have ended due to ethical concerns. In 2021, 
the Polish Academy of Sciences withdrew from scien-
tifi c cooperation with BGI on an EU-funded project to 
build a genomic map of Poland, citing lack of compli-
ance with the ethical principles of genetic testing in their 
gene sequencing technology and the transfer of data to 
“far-Eastern laboratories”.49 No information on the inci-
dents that triggered these concerns is publicly available.

EUROPEAN CONTROLS ON GENOMIC 
DATA FLOWS  

The General Data Protection Regulation is the primary 
regulatory source within the EU that impacts EU-China 
genomic collaboration. It establishes stringent stan-
dards on safeguarding personal data, including genetic 
data. The primary objective of the GDPR is to ensure 
the unrestricted movement of data within the EU while 
safeguarding the right to personal data protection both 
within and beyond its borders. It applies when the data 
of individual citizens or data collected within the EU is 
being processed.

The GDPR specifi es the lawful grounds for processing 
data, establishes restrictions on the processing of sen-
sitive categories of data, such as health and genetic 
data, sets the conditions for obtaining consent (article 

49 Joanna Plucinska, “Exclusive Polish Gene Project Moves to Drop Chinese Tech on Data Concerns”, accessed 18 March 2024, at 
https://www.reuters.com/article/health-china-bgi-poland-idCNL4N2QN2M9.

50 There are special cases in pharmacy and genomics where data is more protected and additional regulation is added at the 
national level.

7), defi nes the rights of individuals regarding their data 
and provides mechanisms for data subjects to exercise 
their rights. Article 9 addresses the processing of spe-
cial categories of personal data, such as genetic data, 
and imposes specifi c conditions and safeguards. When 
participating in research collaborations between the EU 
and China involving the processing of genetic data, strict 
compliance with GDPR requirements is essential. This 
entails obtaining explicit consent from the individuals 
participating in the research, implementing robust se-
curity measures, acquiring ethical approvals and limiting 
the data collection to what is strictly necessary for the 
purposes of the research. 

When it comes to genomic data fl ows, such as those in 
the MGI case, it is vital to prioritise GDPR compliance 
on genetic data. This means obtaining explicit consent 
(related to one or more concrete research topics), im-
plementing transparent and robust security measures, 
obtaining ethical approvals and collecting only essen-
tial data, as well as strengthening data protection pro-
tocols and conducting regular risk assessments of the 
scientifi c research. In addition, from the member state 
perspective, in cases such as that of MGI, it is crucial to 
establish a clear and safe legal basis for derogations, 
such as for scientifi c research purposes. This right of a 
member state is provided by article 9(2)(j)). In general, 
the choice of measures is left to member states, leading 
to signifi cant diff erences. The synchronisation of rules on 
genomic data protection in scientifi c research between 
member states is crucial.

Cross-border collaborations must consider the legal 
mechanisms for transferring personal data outside 
the EU. The GDPR imposes restrictions on transferring 
personal data to countries that lack an adequate level 
of data protection. China is considered a third country 
under the GDPR, where appropriate safeguards such 
as Standard Contractual Clauses or Binding Corpo-
rate Rules (BCRs) may be needed to ensure lawful data 
transfers.50 It is important to note that the GDPR allows 
some fl exibility in the application of its provisions, and 
exceptions or derogations might be applicable in cer-
tain circumstances, such as to pursue Freedom of Ex-
pression and Information for academic purposes, which 
can be applied to genomic data. However, it is vital to 
interpret and implement these exceptions with caution, 
to ensure compliance with the overarching principles of 
data protection. While recognising the signifi cance of 
research and innovation collaboration between the EU 
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and China, and the value it can bring to both sides, it is 
imperative to navigate the legal requirements and strict-
ly adhere to data protection regulations, including GDPR 
article 9, when engaging in genomic collaborations or 
any research involving personal data.

The case of Latvia MGI Tech demonstrates a loophole in 
the current frameworks for safeguarding EU-China col-
laboration in genomics where GDPR does not eff ectively 
deter the potential misuse of data. The provisions of the 
GDPR underplay the risks of processing and sharing ge-
netic data. To close this loophole, a more robust GDPR 
compliance strategy is required that encompasses ex-
plicit consent procedures, stringent security measures, 
ethical approvals, limits on data collection and enhanced 
data protection protocols. Another signifi cant legal gap 
concerns the use of scientifi c research exceptions as an 
alternative to explicit consent for processing sensitive 
data under the GDPR, particularly in scientifi c research 
such as computational genetics (article 9(2)(j)). While this 
provision seeks to address challenges with consent in 
large datasets or with deceased or minor subjects, it 
imposes conditions that require compliance with nation-
al laws and proportionality. Despite off ering fl exibility, 
it restricts certain data subject rights, highlighting the 
tension between scientifi c progress and data protection. 
Clear guidance and harmonisation across jurisdictions 
are needed to ensure research advances while maintain-
ing data protection standards. If this problem remains 
unresolved, the future of the EU’s biotech advantage, 
which rests on genomic data, could be at risk. 

DISCUSSING EUROPE’S LEVEL 
OF AMBITION 

In the light of the four levels of policy ambition outlined 
in the introductory chapter to this volume, in the area of 
genomic data excellence, the EU should aim for either 
threat prevention or the ability to deny. In the context 
of genomic data, threat prevention means introducing 
mechanisms to ensure that Chinese entities are access-
ing data for purposes that have been agreed and are 
in line with GDPR. From a technical point of view, many 
approaches are currently used to limit the risk of privacy 
breaches for genetic data, such as access control, data 
aggregation and obfuscation, and cryptographic- and 
blockchain-based solutions. However, some of these 
still have signifi cant costs, in both decreased data utility 
and added resource burdens, that limit their applica-
bility. Therefore, legal and technical protections should 
be blended into a holistic ecosystem of genomic data, 
where privacy protection tools depend on the environ-
ment, the costs, the stakeholders involved and their un-
derlying assumptions. 

The ability to deny in the context of genomic data un-
derscores the value of European genomic datasets, due 
to their diversity, the traceability of populations and their 
resource value for commercial use. China will probably 
need to maintain access to European genomic data-
sets for the foreseeable future if it aims to become a 
global leader in biotechnology that can be sold on the 
European market. In the context of the existence of the 
European genomic dataset, the ability to cut-off  access, 
and to extract a heavy cost to China’s research institutes 
and industry, in the event of misuse should be the am-
bition. European data decoupling from the PRC is not 
desirable, however, although potential disentanglement 
in case of a major crisis remains a risk. To mitigate this 
risk, the EU should seek ways to maintain China’s reli-
ance on EU genomic data, increasing the cost of poten-
tial infringements of European core interests. However, 
the EU should also remain mindful of the strategic and 
security value the PRC attaches to genomic data and 
be aware that circumstances may arise under which de-
fence and security logic in the PRC might overshadow 
the potential economic loss sudden disentanglement 
would bring. 

The other two levels of ambition – ability to act and 
curtailment – are not feasible in the fi eld of genomic 
datasets. The ability to act would mean limiting China’s 
access to other similar datasets elsewhere in the world 
so that Europe’s became more valuable, which is not 
practically achievable. Curtailment would require stalling 
China’s development through denial of access to Euro-
pean genomic data. This is not feasible either because 
China has extensive research partnerships in other parts 
of the world.

POLICY RECOMMENDATIONS

To achieve “threat prevention” or the “ability to deny”, 
the EU should consider the following policy instruments:

Threat Prevention
To prevent China from using EU genomic data sets in 
ways that have not been agreed to by European business 
and citizens, the EU needs enforcement to strengthen 
the regulatory controls on preventing illicit use. 

To address regulatory loopholes in the use of EU ge-
nomic data by China, the EU should design more strin-
gent controls, synchronise national legal regulations and 
legal responsibilities, and ensure eff ective cross-border 
implementation and enforcement in the fi eld of scien-
tifi c research. Member states need the resources and 
capabilities to monitor and enforce compliance in rela-
tion to safety of the genomic data – for instance, regu-
lar audits – and to synchronise and strengthen the role 
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of the research ethics committees. In addition, fostering 
international collaboration, promoting public awareness, 
and maintaining adaptive and synchronised regulatory 
frameworks are vital components of ensuring responsi-
ble, ethical and legal use of genomic data. In instances 
where the partnership involves the acquisition of specifi c 
technologies from the donor, careful consideration must 
be given to data storage and security aspects. Conse-
quently, if research activities involve the use of genome 
sequencing technologies obtained from a particular or-
ganisation, adherence to the “open door” principle and 
compliance with the GDPR would allow for greater fl ex-
ibility in research operations.

It is crucial to prioritise the safeguarding of personal or 
medical data. At the very least, national legislation must 
incorporate provisions that establish the legal frame-
work for processing personal data for research purpos-
es. Moreover, these laws should mandate local, impartial 
authorisation and oversight procedures before data can 
be used for research purposes. 

Europe should consider maintaining the competitive-
ness of European pharmaceuticals and medical compa-
nies so they can compete with China from R&D through 
to the market in the long term. This means that approv-
al timelines for medicines should be streamlined and 
marketing exclusivity periods should be reconsidered.51

Moreover, research blind spots should be strengthened 
and compliance mechanisms to follow up on tech col-
laborations introduced. The role of EU member states’ 
ethical research committees should also be enhanced, 
and a US Chips Act or a joined-up thinking approach to 
biotech considered.52 Policy documents on digital infra-
structure will need to be developed. In the context of the 
AI Act, Europe must invest in robust and secure digital 
infrastructure.

Ability to deny
China will need to maintain access to European datasets 
to make future medical advancements that are suitable 
for the European market. However, access to such data 
must be attuned to consent, privacy risks, trust in the 
data recipient and reciprocity of data sharing, as well as 
intended use. Europe should strike a balance in its part-
nership with China in this fi eld that protects the long-
term competitiveness of European industry. To grow Eu-
rope’s leadership in biotech, it should introduce policies 

51 New plans to reduce the market exclusivity period would make the problem worse. To improve access to medicines across the 
bloc, the European Commission has proposed shaving two years off  the amount of time medicines have the market to them-
selves. A shorter exclusivity period means earlier competition from unbranded competitors, leading to lower drug prices and 
lower profi t.

52 Pieter Haeck, “EU Legislators Strike Deal on 43B Euro Chips Plan”, accessed 18 March 2024, at https://www.politico.eu/article/
eu-legislator-strike-deal-e43-billion-plan-boost-chips-production/.

that promote the development of biotech clusters. In 
cases of genomic data fl ows, a tightening of inbound 
investment screening would be advisable.

Europe’s venture capital investment landscape is small-
er and less mature than in the US and China. It lags the 
US when it comes to translating promising academic re-
search into start-ups. As most R&D occurs in the private 
sector, particularly when it comes to largely dual-use 
technologies such as biotechnology, the biotechnology 
industry should be targeted to identify promising re-
search and translate it into to start-ups. Europe should 
increase its public high risk/high gain R&D investment 
or provide tax incentives for investments that are too 
risky for private sector actors to make. These should 
be made available only to EU and like-minded actors 
to develop and maintain technological leadership in ge-
nomic data niches.

To extract the value from genomic data sets, be they 
European, Chinese or other, the EU needs to address 
fragmentation and lack of scale in data analysis in Euro-
pean tech companies. A related aspect of advances in 
biotechnology is parallel establishment of the broader 
computer and technology ecosystems at the EU level. 
This would mean maintaining a commitment to and in-
centivising European contributions.



165

GENOMIC DATA – DPC 2024

SCORECARD 2 TECHNOLOGY FIELD: GENOMIC DATA

Feasibility of level 
of ambition

Threat prevention Ability to deny Ability to act Curtailment

Medium Medium Not feasible Not feasible

Core policy 
recommendations

• Enforcement: prevent 
illicit use; introduce 
compliance mechanisms 
to follow up on tech 
collaborations; enhance 
the role of EU member 
states’ ethical research 
committees 

• Close loopholes: strin-
gent controls and syn-
chronised national legal 
regulations

• Take US Chips Act 
approach (joined-up 
thinking) to biotech 

• Access must be attuned to 
consent, privacy risks, trust 
in the data recipient and 
reciprocity of data sharing, 
as well as intended use

• Introduce policies that would 
promote the development of 
biotech clusters

• Tighten inbound investment 
screening to cover cases 
applicable to genomic data 

• Increase public high risk/high 
gain R&D investment or intro-
duce  tax incentives for such 
investment  available only to 
EU and like-minded actors 

• None • None
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INTRODUCTION

In recent years, technical standards have become part 
of the geopolitical contestation over high technology. 
At fi rst glance, this is a peculiar development. Techni-
cal standards are highly technical specifi cations and 
their political implications are not eye-catching. The 

1 Menon Economics et al., “The Infl uence of Standards on the Nordic Economies”, Swedish Standards Institute, accessed 29 May 
2023, at https://www.sis.se/globalassets/nyheterochpress/rapport-nordic-market-study---infl uenceof-standards-fi nal.pdf; Knut 
Blind et al., “The Infl uence of Standards and Patents on Long-term Economic Growth,” in Journal of Technology Transfer, vol 47, 
no. 5, pp. 979–999, 2022,  https://doi.org/10.1007/s10961-021-09864-3; Gregory Tassey, “The Impacts of Technical Standards 
on Global Trade and Economic Effi  ciency,” East-West Center, accessed 29 May 2023, at https://www.eastwestcenter.org/sites/
default/fi les/fi lemanager/pubs/pdfs/5-2Tassey.pdf; and Knut Blind, “The Impact of Standardization and Standards on innovation”, 
Nesta Working paper no. 13/15. London, Nesta, November 2013.

purpose of standards is not to outcompete or outma-
noeuvre a state competitor, but to make technology 
compatible with other technologies. The basic levels of 
safety and interoperability that result from standards 
create and demarcate markets, and have positive im-
pacts on economic growth and innovation.1 Nor can 
technical standards be imposed on others. Technical 

Domestic and international standardisation are increasingly being used as tools in the geopo-
litical contestation over technology. While standards cannot create unidirectional dependen-
cies, due to their voluntary and cooperation-driven nature, they are very eff ective at estab-
lishing strong co-dependencies. Standards produce network eff ects, which make deviation 
from certain technologies or technical standards costly, secure broad market acceptance 
from a variety of downstream and upstream market players, and generate revenue through 
the incorporation of standard-essential patents. China has long pursued a strategic approach 
to domestic and international standard-setting, which has signifi cantly increased its infl u-
ence in international organisations over time. The European Union, on the other hand, has 
left standard-setting mostly to private sector companies. Taking 5G energy-saving technolo-
gies, automotive chips and facial recognition as case studies, this chapter takes a closer look 
at the potential for the EU to create or uphold co-dependencies through an active stan-
dardisation strategy. It shows that European ambitions should adapt to the concrete tech-
nological ecosystem.

A
BS

TR
AC

T

SCORECARD 1 TECHNOLOGY FIELD: TECHNICAL STANDARDISATION

Source of European 
technology strength

Research and 
innovation

Intellectual property 
and patents

Production and 
commercialisation

Medium Medium Not feasible

Type of European 
technology strength

Technological 
excellence

Commer-
cialisation 
advantage

Conditioning 
of market 
access

Regulatory, 
political and 
normative 
factors

Sustainability Research 
partnerships 
with third 
countries

X X X X X

Degree of European
leverage High

Medium

Low

European Tech Standardisation Power: 
Durable Indispensability of Another Kind?
Martin Catarata and Tim Rühlig
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standards are voluntary by defi nition;2 and most stan-
dard-developing organisations (SDOs) make inclusivity, 
transparency and consensus their defi ning principles.3
In sharp contrast to patents, a good standard is avail-
able and accepted globally.4 Where technical standards 
comprise patented technologies, patent holders are 
obliged to license their patents under fair, reasonable 
and non-discriminatory (FRAND) terms. Courts around 
the globe enforce FRAND terms, ensuring that denial 
of access to standardised technology is impossible. In 
contrast to other means of global technology competi-
tion, such as export controls or punitive tariff s, techni-
cal standards are not intended to exclude competitors. 
In short, technical standards do not lend themselves 
to exploiting technological indispensability by means 
of denial of access.

It is true that technical standards can create barriers 
to market access if they deviate from international 
norms.5 Standards can also further cement monopoli-
sation, opt for and lock-in premature technology choic-
es.6 By their very nature, however, standards are de-
signed to be inclusive. They are also mostly developed 
by private actors rather than states.7 All this stands in 
sharp contrast to the logic of geopolitical competition, 
which is all about controlling access to technological 
bottlenecks, and the threat of or actual denial of ac-
cess to crucial technologies for the purpose of further-
ing the relative infl uence of states.8

All this might be an idealised characterisation of stan-
dard-setting but standardised technology is not a clas-
sical hard chokepoint resulting from technological in-
dispensability. Why then discuss it in the context of a 

2 WTO, “TBT Agreement: Annex 1,” accessed 30 May 2023, at https://www.wto.org/english/res_e/publications_e/ai17_e/tbt_ann1_
jur.pdf.  

3 See, e.g., CEN-CENELEC, “European standards”, accessed 30 May 2023, at https://www.cencenelec.eu/europeanstandardization/
european-standards/. 

4 Laure Deron, “Chinese Standards and the New Industrial Markets”, Research Paper no. 98, 2020,  Institut Recherche Stratégique 
de l’École Militaire, accessed 30 May 2023, at https://www.irsem.fr/en/institut/news/research-paper-no-98-2020.html.  

5 Digby Gascoine, “Standards as Barriers to Trade and how Technical Assistance can Help.” Sida, accessed 29 May 2023, at https://
cdn.sida.se/publications/fi les/sida3407en-standards-as-barriers-to-trade.pdf. 

6 Brian Arthur, “Competing Technologies, Increasing Returns, and Lock-in by Historical Events” in Economic Journal , vol. 99, no. 
394, pp. 116–131, March 1989, https://doi.org/10.2307/2234208; Jorge Padilla et al., “Economic Impact of Technology Standards,” 
Compass Lexecon, accessed 29 May 2023, at https://www.compasslexecon.com/wp-content/uploads/2018/04/CL_Economic_Im-
pact_of_Technology_Standards_Report_FINAL.pdf. 

7 Global industry consortia developing technical standards for information and communication technologies, for example, predom-
inantly consist of vendors and other commercial entities. These make up 93.6% of participants, followed by consumer groups 
(3.8%) and university and research institutions (2.5%). Government agencies comprise just 0.2% of participants. Tim Pohlmann, 
Back to Basics: Summer webinar, Part 2: SSOs, Patent pools and licensing, Berlin, IPlytics, 2020.

8 Henry Farrell and Abraham Newman, “Weaponized Interdependence: How Global Economic Networks Shape Coercion”, in Inter-
national Security, vol. 44, no. 1, pp. 42–79, 2019, https://doi.org/10.1162/isec_a_00351 

9 In this chapter, Europe, refers to the European Union and the United Kingdom.

10 Jean-Philippe Bonardi and Rodolphe Durand, “Managing Network Eff ects in High-tech Markets,” in The Academy of Management 
Journal, vol. 17, no. 4, pp. 40–52, 2003.

report that considers how Europe can remain techno-
logically indispensable to China?9

While technical standards cannot create unidirection-
al dependencies among technology powerhouses, they 
are very eff ective at establishing strong co-dependen-
cies. Three factors are decisive in understanding this ef-
fect of technical standards:

• Network eff ects: Technical standards often serve as 
a basis for a variety of use cases for other tech-
nologies. For example, telecommunications are all 
about the connectivity of networked devices such 
as phones. Accordingly, companies from around 
the globe have agreed to a new unitary global mo-
bile standard, known as 5G. Technologies that devi-
ate from widely accepted technical standards often 
remain niche products. Establishing an alternative 
standard that requires the adaptation of previously 
existing technology can be costly. Such network ef-
fects10 show that using technical standards with in-
ternational scope is cost-effi  cient, and therefore that 
technical standards are a basis for technology devel-
opment that often goes unquestioned.

• Broad market acceptance: Since technical standards 
are voluntary, they are only eff ective if the market 
applies them. An agreed standard that is not used 
is irrelevant. The required broad acceptance – often 
not only across suppliers, but also across countries 
– is typically generated by standards that comprise 
contributions from divergent actors from across 
the globe. Participants in standardisation processes 
submit competing proposals, and without a certain 
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degree of cooperation and willingness to accept 
technologically good contributions from all sides, 
technical standards are unlikely to achieve broad in-
ternational market acceptance.

• Standard essential patents: An increasing propor-
tion of technical standards contains patented tech-
nology. That Information and Communication Tech-
nologies (ICT) are used more widely across sectors 
to increase the connectedness of more and more 
products has been a decisive factor in this devel-
opment. ICT standards contain a disproportionate-
ly high share of standard essential patents (SEPs) 
compared to other standards: an estimated 55 per 
cent.11 SEPs manifest the dependencies that result 
from technical standards and create signifi cant rev-
enue streams.12

These three factors explain how technical standards 
create and manifest not unidirectional, but mutual de-
pendencies, and thereby a “soft form” of technological 
indispensability. Network eff ects and their growing im-
portance to the digital transformation underscore the 
value of technical standards to all parties. That all parties 
are inclined to cooperate and accept contributions from 
others illustrates the need for broad market acceptance. 
The role of SEPs further demonstrates these co-depen-
dencies. Hence, thinking of technical standards in the 
context of technological indispensability means consid-
ering the co-dependence that stems from the need to 
develop common, widely accepted technical standards 
and their underlying SEPs.

However, where technical standards fail to be global in 
scope they can also divide and demarcate diff erent tech-
nological spheres. Deviating standards therefore have 
the potential to further cement technological decoupling 
as technologies are developed in distinct ecosystems. 
Conversely, if foreign companies develop a signifi cant 
degree of infl uence over domestic standard-setting in 
a particular market, leverage through standardisation 
goes beyond the creation of co-dependence. For ex-
ample, when European fi rms shape domestic Chinese 
technical standards, they help to steer the technological 
development of a given technology in China. 

The integrative and technology-shaping potential of 
technical standards is the prism through which this chap-
ter explores whether standardisation is an opportunity 

11 Tim Pohlmann, op. cit.

12 Dan Strumpf, “Where China dominates in 5G technology,” Wall Street Journal, accessed 13 April 2019, at https://outline.com/
dVsKLJ. In 2014, Qualcomm received US$ 8 billion in licensing fees from China. Andrew Polk, “China is Quietly Setting Global 
Standards,” Bloomberg, accessed 22 September 2018, at https://www.bloomberg.com/view/ar
cles/2018-05-06/china-is-quiet-
ly-se
ng-global-standards. 

for Europe to maintain technological indispensability vis-
à-vis the People’s Republic of China (PRC). To this end, it 
fi rst delves deeper into the question of how standards 
can and cannot support European technological indis-
pensability to China by diff erentiating between the four 
levels of policy ambition. We then examine standardi-
sation in three concrete cases that are also the subject 
of other chapters in this volume: energy consumption 
in future wireless networks, automotive chips and facial 
recognition. From the general conclusions and exam-
ination of the cases, we make policy recommendations 
for Europe that seek to contribute to maintaining the 
technological indispensability of Europe.

LEVEL OF AMBITION

The role of standards in maintaining European techno-
logical indispensability has so far been largely ignored. 
This might appear surprising because the dependen-
cies that standards create are obvious. When China 
commits to any given (international) standard that in-
cludes SEPs held by European entities, the PRC be-
comes dependent on European technology unless it is 
prepared to lose interoperability. When European fi rms 
aff ect standardisation in China, they directly shape the 
technological basis for technology development in the 
PRC. Since technology is not value neutral, this has po-
litical and normative implications. 

Dependencies arising from standards cannot be used 
as a hard chokepoint by which Europe could threaten 
the PRC through export restrictions. However, this does 
not mean that they are of no use to Europe. Instead, 
depending on the level of ambition that Europe strives 
to achieve in any given technology, technical standards 
can be either a suitable or an insuffi  cient instrument. 
Using the classifi cation of four levels of ambition out-
lined in the introduction, we refl ect on the usefulness of 
standards for Europe below.

Threat prevention is the lowest level of ambition as it 
only seeks to prevent technology transfer to China that 
could be used against Europe. The focus is primarily on 
dual-use items. Technical standardisation can serve only 
an indirect function in achieving this level of ambition, if 
any. Technical standards do not lend themselves to ex-
port restrictions and are therefore of no direct benefi t to 
threat prevention. If anything, technical standardisation 
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processes in SDOs provide transparency for all partici-
pants. Hence, technologies that are standardised tend 
to have greater trustworthiness and thereby indirectly 
address security concerns.

The ability to deny seeks to develop a suffi  cient degree 
of Chinese dependency to make it costly for China to 
threaten Europe. It follows a defensive logic where-
by Europe simply wants to prevent China from acting 
against European core interests. However, it is not just 
about dual-use goods but also takes economic depen-
dencies into consideration, aiming to utilise the costs 
of interdependencies to make it irrational for China to 
turn against Europe.

Technical standards could be a suitable tool for achieving 
this goal if China has a strong interest in and commits 
to a global market with global interoperability. In such a 
case, China – like Europe – would have an active interest 
in a global consensus and international standards. This 
provides an opportunity for Europe to maintain co-de-
pendency through international technical standards.

The ability to act goes a step further. It is about utilising 
the cost of dependencies and striving to make China 
reliant on Europe. However, it comes with a proactive 
agenda in that it strives to maintain an edge over the 
respective other that cannot be explained from a purely 
defensive viewpoint.

Technical standards can serve this level of ambition to 
the degree that European actors can not only shape 
the international standards adopted and applied by 
China, but also infl uence domestic standardisation 
within the PRC or the incorporation of those interna-
tional standards into a domestic system that is heavily 
shaped by European actors. Shaping domestic stan-
dards is relevant when they gravely deviate from inter-
national standards.

This report defi nes curtailment as prevention of the at-
tainment of economic and technological capabilities. 
This is achieved through export restrictions. By defi ni-
tion, standards guarantee access and therefore are an 
inappropriate tool for achieving this level of ambition.

13 See e.g., Tim Rühlig, “The Shape of Things to Come: The Race to Control Technical Standardization”, European Union Cham-
ber of Commerce in China, accessed 31 March 2024, at https://static.europeanchamber.com.cn/upload/documents/documents/
The_Shape_of_Things_to_Come_English_Final%5b966%5d.pdf ; and Maja Björk and Tim Rühlig, “Power competition and China’s 
technical standardization”, in Tim Rühlig (ed.), China’s Digital Power: Assessing the Implications for the EU, Digital Power China, pp. 
77–91, accessed 31 March 2024, at https://dgap.org/sites/default/fi les/article_pdfs/dpc-full_report-fi nal.pdf.

CASE STUDIES

This section presents the fi ndings from three concrete 
case studies that are discussed in more detail in other 
chapters in this volume. The purpose is not to identify 
an authoritative list of technical standards that Europe 
should prioritise. Nor does it discuss China’s general 
emergence as a standardisation power and the char-
acteristics of China’s overall state-steered approach to 
standard-setting, which is outlined in previous publica-
tions.13 Instead, we explore whether, the degree to which 
and under what conditions standardisation can promote 
European indispensability.

Case Study I: 5G energy saving technology
Wireless networks are one of the most standardised 
of all technologies. Consumers of mobile communica-
tions expect a high degree of reliability and interoper-
ability. They want to call anyone around the world with 
the same mobile phones from anywhere in the world 
and expect fail-safe connectivity at any time. The de-
velopment of wireless networks has also been highly 
transnational. Chinese technology companies run labs 
around the globe and have a strong interest in R&D 
that can be used across geographic regions. Hence, the 
network eff ects of wireless network technology are ex-
traordinarily high.

The strong incentive for China to adopt internation-
al standards and avoid deviation in national standards 
means that the PRC must cooperate with internation-
al partners in international SDOs, the most important 
of which for wireless networks is the Third Generation 
Partnership Project (3GPP). Confi rming China’s interest 
in international wireless standards, the China Commu-
nications Standards Association (CCSA) is one of only 
seven Organisational Partners with responsibilities and 
infl uence in the 3GPP. The CCSA operates under the 
Ministry of Industry and Information Technology (MIIT) 
and is thus a de facto party-state organisation. China’s 
commitment to the 3GPP refl ects its interest in global 
market acceptance of 3GPP standards.

Actors from China, Europe and around the world submit 
standard contributions to 3GPP, and these contributions 
involve SEPs. In 2022, China accounted for 39,224 of the 
217,749 5G SEP portfolios (18%), ranked second only to 
the United States, which made up 21.2% of applications 
(or 46,123 SEPs). Europe ranks third with a 14.1% share 
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(30,704 SEPs).14 Huawei is the single-largest company 
contributing to SEPs in the 3GPP, responsible for 14% of  
declared 5G SEP families.15 While these numbers almost 
certainly include some over-declaration by companies,16
and estimates vary, they highlight the importance the 
Chinese government and industry attach to, and the in-
fl uence that Chinese companies have today in, interna-
tional standard-setting for 5G. By all the estimates we 
are aware of, China has a signifi cant share of 5G SEPs.

14 China IP News, “China Paces the World in SEP Filing for 5G,” China National Intellectual Property Administration, accessed 11 
December 2023, at https://english.cnipa.gov.cn/art/2022/6/15/art_2829_176034.html. 

15 Jatin Singla, “5G Standard Essential Patents (SEPs),” Copperpod Intellectual Property, accessed 11 December 2023, at https://
www.copperpodip.com/post/5g-standard-essential-patents-seps-all-you-need-to-know. 

16 Lorenzo Casaccia, “How Companies Game the ETSI Standard-essential Patent Database to Manipulate Perceptions of Leadership 
in 5G,” Qualcomm, accessed 11 December 2023, at https://www.qualcomm.com/news/onq/2023/08/how-companies-game-the-
etsi-sep-database-to-manipulate-perceptions-of-leadership-in-5g. 

17 National Development and Reform Commission, “关于印发《贯彻落实碳达峰碳中和目标要求 推动数据中心和5G等新型基础设施
绿色高质量发展实施方案》的通知“ [Notice on Issuing the “Implementation Plan for Implementing the Carbon Peak and Carbon 
Neutral Target Requirements and Promoting the Green and High-Quality Development of New Infrastructure such as Data 
Centers and 5G ], accessed 10 October 2023, at  https://www.ndrc.gov.cn/xwdt/tzgg/202112/t20211208_1307105.html.

18 Ministry of Industry and Information Technology, “工业和信息化部等七部门关于印发信息通信行业绿色低碳发展行动计划（2022-
2025年）的通知” [Notice from seven departments including the Ministry of Industry and Information Technology on the issuance 
of the Green and Low-Carbon Development Action Plan for the Information and Communications Industry (2022-2025)], accessed 
10 October 2023, at https://www.gov.cn/zhengce/zhengceku/2022-08/26/content_5706914.htm. 

As discussed in more depth in chapter 3, energy saving 
is a major issue in the development and future opera-
tion of wireless infrastructure. Energy-saving is not one 
of the functionalities that requires high interoperability 
within wireless technology. Hence, while the strong role 
of network eff ects and the resulting interest in broad 
market acceptance and international standards, includ-
ing in its underlying SEPs, indicates an important role for 
international standards, the specifi cs of energy-saving 
hint at the mutual relevance of domestic Chinese stan-
dards. Reducing the energy consumption of 5G and fu-
ture 6G networks is a key policy priority for the Chinese 
government, especially in the context of its decarboni-
sation goals. This will involve signifi cant Chinese stan-
dardisation eff orts, both domestically and internationally.

Chinese policy and industry documents identify stan-
dardisation as a key element of achieving greener 5G 
networks. In 2021, the National Development and Re-
form Committee (NDRC), the Ministry for Industry and 
Information Technology, the Cybersecurity Administra-
tion of China (CAC) and the National Energy Admin-
istration (NEA) published an “Implementation Plan to 
promote the green and high-quality development of 
new infrastructure such as data centres and 5G”. This 
identifi es the need to “accelerate the formulation of ad-
vanced energy effi  ciency standards for 5G networks”.17
This was followed up by a 2022 Action Plan that man-
dates the creation of more than 30 green and low-car-
bon standards in the information communication indus-
try and calls for the export of Chinese energy-saving and 
low-carbon technologies.18

Unlike in other countries, the Chinese government takes 
an outsized role in the development of standards. Chi-
nese party-state offi  cials are strongly represented on 
offi  cial standardisation bodies. For example, government 
or quasi-government institutions (e.g., CCSA) provide 13 
of the 37 committee members in TC485, the offi  cial TC 
tasked with researching and setting domestic standards. 

Government

QuasiGovernment

Research Institute

SOE

Private company

FIGURE 1: Publications with common keywords 
 in their title

9

3
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Source: MIIT, footnote 19



171

EUROPEAN TECH STANDARDISATION POWER – DPC 2024

Another 15 seats are taken by state-owned enterpris-
es and public research institutes.19 Key responsibility for 
establishing a complete standards system lies with the 
MIIT, which published draft “Guidelines for the Construc-
tion of Green and Low-carbon Standard Systems in the 
Communications Industry” in 2023, updating the previ-
ous standards system established in 2014.20 The updat-
ed draft guidelines put stronger emphasis on reducing 
the overall level of carbon emissions by the 5G network 
than the previous version and structure the standardi-
sation system into seven pillars, one of which is about 
energy saving.21 Standards for energysaving make up 
the biggest share of standards within this framework, 
at almost half of national and sector standards, further 
indicating the importance the Chinese government at-
taches to the problem of energy consumption and effi  -
ciency in 5G networks.

As is outlined in more detail in chapter 3, an important 
distinction relevant to energy-saving wireless networks 
is whether to adopt energy effi  ciency or total energy 
consumption as a key metric.22 Following the analysis 
in chapter 3, we assume that the shift to total energy 
consumption has potential technological advantages for 
Europe.

19 See Figure 12.1, Ministry of Industry and Information Technology, “全国通信标准化技术委员会第三届委员名单” [List of members of 
the third session of the National Communications Standardization Technical Committee], accessed 10 October 2023, at https://
www.sohu.com/a/664105385_121117464. The classifi cation of actors into categories is rather conservative as many of the re-
search institutions could be attributed to quasi-governmental entities. Hence, state infl uence is likely to be even higher than the 
table suggests.

20 Hence, state infl uence is likely to be even higher than the table suggests. Shanghai Securities News, “工业和信息化部就《通信行
业绿色低碳标准体系建设指南（2023版）》公开征求意见” [The Ministry of Industry and Information Technology publicly solicits 
opinions on the “Guidelines for the Construction of Green and Low-Carbon Standard Systems in the Communications Industry 
(2023 Edition)”], accessed 17 October 2023, at https://news.cnstock.com/news,bwkx-202307-5092547.htm.

21 In addition to energy saving, six pillars are identifi ed as priorities: comprehensive use of resources, carbon peak and carbon 
neutrality, green manufacturing, joint construction and shared use, infrastructure construction, operation and maintenance, and 
ICT technology empowerment.

22 Traditionally, energy effi  ciency was the key measure of energy consumption in relation to the maximal throughput of data. This 
means that when the performance of equipment increases while the energy consumption of a device remains the same, energy 
effi  ciency improves. Total energy consumption, by contrast, considers the actual energy consumption over a representative period 
and space. This means that technologies are at the centre of considerations that help networks independently reduce energy 
consumption when not used to their maximum capacity.

23 China Academy of Information and Communication Technology, “数字碳中和白皮书” [Digital Carbon Neutrality White Paper], 
accessed 10 December 2023, at http://www.caict.ac.cn/kxyj/qwfb/bps/202112/P020211220632111694171.pdf. 

24 China Industry and Information Technology Network, “双碳形势下5G应向性能和节能双优发展” [5G should develop towards both 
performance and energy saving under the dual-carbon situation], accessed 10 December 2023, at https://www.cnii.com.cn/
rmydb/202206/t20220629_392568.html; Huawei, “中国移动联合华为发布5G无线网络能效评估白皮书” [China Mobile and Huawei 
jointly release a white paper on energy effi  ciency assessment of 5G wireless networks], accessed 10 December 2023, at https://
www.huawei.com/cn/news/2022/6/5g-green-power-effi  ciency. 

25 Huawei, “中国移动联合华为发布5G无线网络能效评估白皮书” [China Mobile and Huawei jointly release a white paper on 
energy effi  ciency assessment of 5G wireless networks], accessed 11 December 2023, at https://www.huawei.com/cn/
news/2022/6/5g-green-power-effi  ciency. 

26 SAMR, “移动通信设备节能参数和测试方法 基站” [Mobile communication equipment energy saving parameters and test meth-
ods for base stations], accessed 11 December 2023, at https://std.samr.gov.cn/gb/search/gbDetailed?id=E116673ED739A3B7E-
05397BE0A0AC6BF.

Creating a standard for the assessment of energy effi  -
ciency is highlighted as a priority in policy documents. 
A 2021 CAICT White Paper emphasises the need to de-
velop a measurement standard for the ICT industry to 
make diff erent energy-saving solutions comparable.23

The MIIT guidelines also mention testing and evaluation 
standards. Huawei is a key driver of the Chinese de-
bate, advocating measurement of energysaving based 
on the concept of “energy effi  ciency”.24 Gan Bin, Vice 
President of Huawei’s Wireless Product Line, also spe-
cifi cally emphasises the goal of formulating a globally 
unifi ed standard.25

Importantly, the national standard for the measurement 
and evaluation of energy effi  ciency for the base station, 
which is key to reducing energy consumption, is current-
ly under review, having been updated last only in 2020.26

This demonstrates that the concept of energy effi  ciency 
continues to play the predominant role in China’s do-
mestic standardisation.

As the only two foreign companies working in China, 
Ericsson and Nokia participate as drafting units of the 
standard that will set the parameters of and test the 
methodology for 5G base stations and beyond. This 
gives these European companies an important but lim-
ited avenue to shape how energysaving will be defi ned 
in the future. Having a say in how these parameters will 
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look is important to avoid facing competitive disadvan-
tages or even complete exclusion from public tender 
processes. In 2021, for example, the Chinese govern-
ment published a list of offi  cially promoted and govern-
ment favoured energy-saving 5G technologies to guide 
public procurement processes. 27 This list should be up-
dated based on the outcome of the standard revisions 
mentioned above. If the Chinese government and indus-
try widely adopt measurement standards that favour 
Huawei’s products, the competitiveness of European 
suppliers could be harmed in the short term despite 
their technological edge in terms of total energy con-
sumption. This would also mean that deviating stan-
dards would decrease co-dependence and that Euro-
pean actors would appear not to be shaping Chinese 
domestic energy-saving standards for wireless net-
works. However, the presence of Ericsson and Nokia in-
dicates at least limited potential for Europe to shape do-
mestic energy-saving standards for wireless networks.

Internationally, Chinese companies are also strongly 
involved in standardisation for 5G networks general-
ly and for energy-saving 5G technology in particular. In 
the 3GPP, Chinese companies actively participate in the 
discussion on green 5G networks. Considering all ener-
gy-saving contributions to Release-18, China’s share of 
contributions is well ahead of that of Europe.28 Chinese 
participants almost exclusively focus on energy effi  cien-
cy as a concept while some European actors, such as 
Deutsche Telekom or Vodafone, make explicit reference 
to total energy consumption. Strikingly, original analysis 
of relevant contributions within 3GPP carried out for this 
chapter demonstrates that there is little co-authorship 
across regions.

As in the domestic debate, Chinese companies are also 
advocating the use of energy effi  ciency as the key met-
ric for evaluating energy-saving. For example, Huawei 
argues that research on energy saving should focus 
on effi  ciencies gained during low traffi  c loads, rather 
than energy effi  ciencies during high traffi  c loads. Fur-
thermore, Huawei contends that reduction in absolute 

27 Industrial and Technological Innovation Committee, “国家通信业节能技术产品推荐目录（2021）” [National Communications Indus-
try Energy-Saving Technology Product Recommended Catalog (2021)], accessed 11 December 2023, at https://gkw.jiyuan.gov.cn/
xxgk/zcfg/t837124.html. 

28 Analysis of contributions of Chinese companies within Release-18 (3GPP TSG RAN meetings 91-102). The eight concepts are 
energy effi  ciency, power effi  ciency, transmit power reduction and low-power transmission, as well as deep sleep, sleep mode, 
energy saving in network and green communication. The fi rst four concepts are proxies for contributions that adhere to the 
concept of energy effi  ciency; the latter four concepts hint at contributions to total energy consumption.

29 Included in RP-212156, which can be found at https://www.3gpp.org/ftp/tsg_ran/TSG_RAN/TSGR_93e/Docs

30 Included in RP-211958, which can be found at https://www.3gpp.org/ftp/tsg_ran/TSG_RAN/TSGR_93e/Docs

31 For example, the most recognised international standard for functional safety is ISO 26262, which provides a risk classifi cation 
system (Automotive Safety Integrity Levels A-D). International Organization for Standardization, “ISO 26262-1:2018(en) Road 
vehicles — Functional safety — Part 1: Vocabulary”, International Organization for Standardization, accessed 7 January 2024, at 
https://www.iso.org/standard/68383.html. 

power consumption depends on many implementation 
issues “and hence is not suitable for study in 3GPP”.29

Other Chinese companies agree. China Telecom argues 
that “the justifi cation is always about lowering the en-
ergy consumption while at the same time keeping the 
same performance”.30

This demonstrates China’s strong stance on internation-
al energy-saving standard-setting for wireless networks. 
Quantitatively, Europe lags well behind and the UK is not 
a factor at all. However, the focus on Chinese contribu-
tions on energy effi  ciency opens up potential for Euro-
pean leadership on standards, providing the ground for 
a shift to total energy consumption.

In sum, on domestic and international energy-saving 
standardisation for wireless networks, it appears that 
Europe has a good chance of establishing co-depen-
dence and thereby achieving the ambition level ability to 
deny. While China tends to advocate divergent concepts 
focused on energy effi  ciency, both Europe and China 
continue to have signifi cant infl uence in the 3GPP and 
share an interest in globally accepted wireless network 
standards. To achieve the higher level of ambition that 
we call the ability to act, European actors, mostly Erics-
son and Nokia, would need to develop more infl uence 
over domestic standardisation. While both companies 
are involved in relevant standard-setting, it appears that 
this has not yet led to a shift in focus from energy effi  -
ciency to total energy consumption.

Case Study II: Automotive chips
Standards are an essential aspect of the development 
of automotive chips. More than any other chip applica-
tion (with the exception of military applications), auto-
motive chips face harsh environmental conditions and 
are expected to last for a long time (the useful life of 
a car ranges from 10 to 15 years). Some chips need to 
have a malfunction rate of near-zero in order to avoid 
traffi  c accidents. Given these requirements, automotive 
chips have extremely high technical standards for safe-
ty, reliability, process control and quality management.31
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Automotive original equipment manufacturers (OEMs) 
require high standards of proof that these requirements 
have been met, typically delivered through certifi cation 
by accredited laboratories. 

Setting unifi ed standards for certain chips across OEMs 
enables chip suppliers to scale-up their product designs 
and make use of economies of scale. As Chinese auto-
motive OEMs seek increasingly to internationalise their 
operations,32 complying with international certifi cation 
schemes is indispensable to gaining market acceptance 
overseas. In other words, Chinese OEMs profi t from net-
work eff ects and Chinese chip vendors and tier-one sup-
pliers, in turn, strive to be accepted by Chinese OEMs. 
Adopting international standards on safety and reliability 
is crucial to creating such trust and the network eff ects 
that Chinese OEMs require. In terms of testing, how-
ever, China currently lacks its own domestic standards 
and participation in authoritative bodies for international 
standards. The incorporation of domestic standardisa-
tion into testing and certifi cation processes will there-
fore be crucial in this context. We consider both domes-
tic and international processes in this section. 

The high safety and reliability requirements of auto-
motive chips and the long track record of foreign ven-
dors, including on testing and their certifi cation based 
on globally accepted standards, mean that China is cur-
rently still highly dependent on foreign vendors. Foreign 
chipmakers still dominate more than 90 per cent of 
China’s automotive chip market.33 This high dependence 
on foreign imports has been identifi ed as a major issue 

32 Ilaria Mazzocco, “China’s Electric Vehicle Industry’s Internationalization”, Center for Strategic and International Studies, accessed 
10 January 2024, at https://www.csis.org/analysis/chinas-electric-vehicle-industrys-internationalization 

33 New Energy Vehicle Network, “车企与芯片厂，联手抢夺万亿市场” [Car companies and chip manufacturers join forces to seize the 
trillion-dollar market], accessed 10 January 2024, at https://nev.ofweek.com/2023-11/ART-77013-8420-30615358.html.

34 For example, Li Shaohua, Vice-President of China’s Association of Automotive Manufacturers (CAAM), argues that promoting 
localization of the supply chain is an important measure to ensure the healthy development of the automotive and chips indus-
tries. CCTV, “融合发展 打造自主可控的汽车芯片供应链体系” [Integrated development to create an independent and controlla-
ble automotive chip supply chain system], accessed 10 January 2024, at https://auto.cctv.com/2022/07/04/ARTIVRJga9a2WT-
FjKVMgaXm3220704.shtml.

35 New Energy Vehicle Network, “车规级芯片距完全自主还有多远？” [How far is it from car-grade chips to be fully autonomous?], 
accessed 7 February 2024, at https://nev.ofweek.com/2023-03/ART-77013-8420-30590688_2.html. 

36 CA168, “工信部原部长苗圩演讲全文《当前汽车供应链面临的关键问题思考》” [The full text of the speech by Miao Wei, former 
Minister of the Ministry of Industry and Information Technology, “Thoughts on Key Issues Facing the Current Automobile Supply 
Chain”], accessed 7 February 2024, at https://news.ca168.com/202209/120181.html.

37 For example, Geely in 2023 signed a strategic cooperation agreement with domestic power chip foundry GTA Semiconductor. 
Gasgoo, “Geely Technology Group, GTA Semiconductor Team up on Auto-grade Chip Businesses”, Gasgoo, accessed 8 February 
2024, at https://autonews.gasgoo.com/china_news/70022071.html 

38 Ministry of Industry and Information Technology, “工业和信息化部办公厅关于印发国家汽车芯片标准体系建设指南的通知” [Notice 
from the General Offi  ce of the Ministry of Industry and Information Technology on the issuance of guidelines for the construction 
of the national automotive chip standard system], accessed 7 February 2024, at https://www.gov.cn/zhengce/zhengceku/202401/
content_6924893.htm.

for the Chinese automotive industry, given the wider 
geopolitical rivalry with the US and industry shortages 
triggered by the pandemic in 2022. Chinese offi  cials and 
industry representatives repeatedly refer to the need to 
develop an autonomous and reliable automotive chip 
value chain.34

Domestic standardisation is viewed among Chinese 
stakeholders as an important measure to achieve great-
er independence along the automotive chip value chain. 
As mentioned above, the reliability and safety of au-
tomotive chips is essential for market acceptance. In 
addition, the long design and development cycles of 
products lead to a certain stickiness of tier 1 and tier 2 
suppliers, which requires a lot of trust between OEMs 
and their suppliers. To remedy the trust issue, Gao 
Xiang, director of the China EV100 Supply Chain Re-
search and Cooperation Centre, suggests that standard-
isation is needed to provide collaborative development 
along the value chain.35 Former head of the MIIT, Miao 
Wei, has urged OEMs to take responsibility as “chain 
leaders” (“链长”) to develop an independent ecosystem 
for chips.36 Many Chinese OEMs have heeded that call.37

The key document outlining Chinese ambitions for auto-
motive chip standardisation is the “National Automotive 
Chip Standard System Construction Guidelines”, which 
was offi  cially published as the authoritative document in 
January 202438. These guidelines outline an ambition to 
formulate 30 key standards by 2025 and more than 70 
standards by 2030 in order to “cultivate an independent 
innovation environment” and “enhance China’s overall 
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technological capabilities and competitiveness”.39 Most 
of the standards aim to defi ne technical requirements 
and testing methods for various chip applications within 
the car. This indicates that the major goal of these stan-
dards is to fi nd commonly acceptable measurements 
and build trust among industry participants. The goal of 
trust-building is further underscored by the “Reliability 
Classifi cation Catalogue of Domestic Automotive Chips”, 
which has been jointly issued by relevant industry as-
sociations with the explicit goal of promoting the con-
nection between the supply of and demand for auto-
motive chips.40 It is possible that the standard-setting 
process coupled with something like the Reliability Clas-
sifi cation Catalogue might be used to instruct Chinese 
OEMs to use domestic automotive chips.41 This is all the 
more likely as the Chinese government has formulated 
specifi c targets for the localisation rate of diff erent in-
vehicle chips, such as that 50% of computing chips 
should be domestically produced by 2025.42

Interestingly, Chinese stakeholders consistently refer 
to international standards when building the domestic 
standardisation system. The MIIT guidelines specifi cally 
mention ISO 26262.11 as a reference model for the do-
mestic functional safety standard. Similarly, the Reli-
ability Classifi cation Catalogue makes AEC-Q test cer-
tifi cation a cornerstone of the assessment. All of this 
suggests that China is unlikely to deviate far from in-
ternational standards, especially on functionality, safety 
and reliability.

Nonetheless, there is a chance that Chinese informa-
tion security standards could become an increasingly 

39 The standards that are identifi ed as most important fall into four pillars: basic standards (involving general terms), general re-
quirements (setting standards for environment and reliability, functional safety and information security, and electromagnetic 
compatibility), product applications (referencing a wide range of specifi c chips), and vehicle and key system matching tests. Global 
Times, “China steps up eff orts to set standards for auto chips amid fi erce competition”, accessed 20 February 2024, at https://
www.globaltimes.cn/page/202401/1305028.shtml.

40 Winniewei, “推动汽车芯片供需对接，《国产车规芯片可靠性分级目录》即将在第十届汽车电子创新大会上重磅发布！” [To promote 
the connection between supply and demand of automotive chips, the “Reliability Classifi cation Catalog of Domestic Automotive 
Chips” will be released at the 10th Automotive Electronics Innovation Conference!], accessed 20 February 2024, at https://www.
eetrend.com/content/2023/100572501.html.

41 Shunsuke Tabeta, “EV powerhouse China to set own standards for automotive semiconductors,” Nikkei Asia, accessed 22 Feb-
ruary 2024, at https://asia.nikkei.com/Business/Tech/Semiconductors/EV-powerhouse-China-to-set-own-standards-for-automo-
tive-semiconductors. 

42 Information obtained from the Seconded European Standardization Expert in China (SESEC).

43 Huada Semiconductor, “华大半导体旗下华大电子荣获首批汽车安全芯片信息安全认证证书” [Huada Electronics, a subsidiary of 
Huada Semiconductor, won the fi rst batch of automotive security chip information security certifi cations], accessed 23 February 
2024, at https://www.hdsc.com.cn/News-209.

44 NXP Semiconductor, “NXP World’s First Foreign-Based Semiconductor Company Awarded OSCCA Certifi cate from China Author-
ity,” NXP, accessed 23 February 2024, at https://www.nxp.com/company/about-nxp/nxp-worlds-fi rst-foreign-based-semiconduc-
tor-company-awarded-oscca-certifi cate-from-china-authority:NW-OSCCA-CERTIFICATE-CHINA.

45 SAC, “TC114/SC29 全国汽车标准化技术委员会电子与电磁兼容分技术委员会”, [TC114/SC29 National Automotive Standardization 
Technical Committee Electronics and Electromagnetic Compatibility Sub-Technical Committee], accessed 23 February 2024, at 
https://std.samr.gov.cn/search/orgDetailView?tcCode=TC114SC29. 

prominent issue. For example, Huada Semiconductor 
self-reported that one of its automotive security chip 
series that has received AEC-Q100 Grade-1 certifi ca-
tion supports cryptographic algorithms for “national se-
crets”.43 This hints at close regulatory involvement by 
the Chinese authorities. Similarly, as early as 2017, NXP 
advertised being the only foreign-based semiconduc-
tor company to pass certifi cation by the China Offi  ce of 
State Commercial Cryptography Administration to de-
velop cryptography products in China.44 As vehicles be-
come more and more interconnected, China’s informa-
tion security standards could increasingly diverge from 
international standards as the party-state puts stronger 
emphasis on the topic than other governments might. 

There is little room for participation in the standardisa-
tion process by non-Chinese companies. In Sub-Com-
mittee 29 (SC29), which is chiefl y responsible for auto-
motive chip standardisation under the guidance of the 
MIIT, with the exception of Toyota, foreign companies 
only participate as part of Joint Ventures, for example 
the SAIC Volkswagen JV or the BMW Brilliance JV.45 The 
same is true of TC485, where government and gov-
ernment-linked institutions are heavily involved in the 
committee and likely to bring a strategic dimension to 
standardisation.

Another key institution tasked with shaping automotive 
chip standardisation in China is the China Automotive 
Chip Industry Innovation Strategic Alliance (CACA). CACA 
issued three reports on the automotive chip standardi-
sation system in 2022, which apparently laid the ground-
work for the standardisation guidelines published by the 
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MIIT.46 Backed by government ministries, the alliance’s 
objective is to unite various players in the automotive 
chip value chain and facilitate cooperation between up-
stream and downstream companies. More worryingly, 
however, another declared goal is to achieve indepen-
dence for China’s automotive industry and promote 
domestic substitutions.47 Membership of the alliance is 
made up of Chinese OEMs (e.g. SAIC, BYD, FAW), au-
tomotive electronics and software vendors (e.g. CETC, 
CATL, Weichai), chip companies (e.g. SMIC, Black Ses-
ame, Horizon), universities and industry groups. While 
the alliance claims to be open to all industry partici-
pants, the technical committee is made up purely of Chi-
nese entities.48  Since the publication of the standardisa-
tion guidelines, more standardisation bodies have been 
formed to work on associated standards. 

As for the international dimension, in contrast to the 5G 
example, Chinese companies are not yet very active in 
international SDOs for automotive chips. For example, 
no Chinese company is a Sustaining Member of the 
American Electronic Council, which is made up of tier 1 
suppliers, chip suppliers and contract chip manufactur-
ers.49 Geely is the only Chinese OEM that is a member 
of the International Automotive Task Force, which har-
monises quality management in the automotive supply 
chain and is based on ISO 9001 (quality management 
systems), and the Chinese Association of Automobile 
Manufacturers is not included.50 Only one of the 39 Chi-
nese testing institutions is offi  cially authorised by the 
IATF to conduct IATF 16949:2016 certifi cation activity.51

In sum, a key goal of Chinese standardisation appears to 
be to build trust among key industry players and break 
the current monopoly of foreign vendors in the Chinese 
market. Of course, this goal in and of itself makes it 

46 Ijiwei, “汽车芯片标准体系建设研究成果发布，黑芝麻、兆易创新、豪威、芯驰等共同参与” [research results on the construction of 
automotive chip standard system released, with the participation of Black Sesame, GigaDevice, Haowei, Xinchi, etc.], accessed 
25 February 2024, at https://ijiwei.com/n/826300. The research produced by CACA included the same four pillars as the MIIT 
guidelines.

47 CACA, “联盟简介” [About the alliance], accessed 25 February 2024, at https://caca-chips.com/gaikuang/lianmengjianjie/ 

48 CACA, “中国汽车芯片产业创新战略联盟 技术专家委员会” [China Automotive Chip Industry Innovation Strategic Alliance Technical 
Expert Committee], accessed 25 February 2024, at https://caca-chips.com/zhengwugongkai/zhengcejiedu/143.html.

49 Automotive Electronics Council, “Home page”, accessed 25 February 2024, at http://aecouncil.com/ Chinese chip suppliers such 
as Horizon Robotics and GigaDevice are now also included as Technical, Associate or Guest Members, but do not have the same 
infl uence within the SDO as Sustaining Members.

50 International Automotive Task Force, “About IATF”, accessed 1 March 2024, at https://www.iatfglobaloversight.org/about-iatf/.

51 International Automotive task Force, “Under Contract”, accessed 1 March 2024, at https://www.iatfglobaloversight.org/certifi ca-
tion-bodies/under-contract/. 

52 Many government services now use facial recognition for user identifi cation. For example, Guangdong has used facial recogni-
tion to access government services such as birth certifi cates and residence permits since 2018. China Communist Party News 
Network, “广东：小程序撬动大改革” [Guangdong: Small programmes drive major reforms], accessed 1 March 2024, at http://
cpc.people.com.cn/n1/2019/1212/c415067-31503048.html. Nationally, FRT has been used at Custom’s registration desks since 
2019. General Administration of Customs, “海关监管作业场所（场地）监控摄像头设置规范” [Specifi cations for the installation of 
surveillance cameras in customs supervision workplaces (sites)], accessed 1 March 2024, at https://www.gov.cn/zhengce/zheng-
ceku/2021-01/11/content_5578994.htm.

diffi  cult for Europe to actively participate in and shape 
China’s domestic standardisation system. This is refl ect-
ed in the low level of participation by European actors 
in the two key SDOs responsible for automotive chips, 
making it diffi  cult to achieve the ambition level ability 
to act. Nonetheless, Chinese companies do have an in-
centive to integrate as closely as possible with existing 
international standards in order to ship end products to 
third markets. This makes it unlikely that Chinese stan-
dards will deviate signifi cantly. Furthermore, it is clear 
that China has little experience of testing and the verifi -
cation of automotive chips, providing an opportunity for 
European actors to persuade China to cooperate inter-
nationally. Given the newness of China’s standardisation 
system, European actors could leverage their experience 
more actively to ensure that Chinese standards do not 
develop in a direction that diverges from international 
standards. Thus, achieving the ambition level of ability 
to deny would be feasible.

Case Study III: Facial Recognition
Chinese companies are strongly invested in setting in-
ternational standards for Artifi cial Intelligence generally 
and facial recognition technology (FRT) more specifi cal-
ly. These standards pave the way for market access, 
and the interoperability and connectivity of products and 
services of companies in both the private and the public 
sector. They are therefore highly important to compa-
nies for capturing market share not only within China, 
but also abroad. 

FRT has been widely adopted in China’s domestic mar-
ket, especially in the public sector.52 In reaction to the 
proliferation of the technology, as well as public concern 
over the abuse of private data, there has been consid-
erable regulatory activity by the Chinese government to 
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protect private information.53 Technical standards have 
been developed to promote stronger consumer protec-
tion. For example, GB/T 41772-2022, “Technical require-
ments for facial recognition systems”, sets out require-
ments for sample quality, false acceptance or rejection 
rates and data storage, as well as more technical details. 
Another key domestic standard is GB/T 41819-2022, “Se-
curity requirements of facial recognition data”,54  which 
imposes certain requirements on companies using facial 
recognition to verify or identify individuals:

• Facial recognition should only be used when it sig-
nifi cantly improves security and convenience.

• There must be restrictions on using facial recogni-
tion for children under 14.

• Alternative identifi cation methods must be provided.

• There must be informed consent from individuals. 
Use of facial recognition data must be limited to 
specifi c purposes, such as security, and prohibited 
for other purposes, such as evaluating or predict-
ing individual characteristics or behaviour.

While progress has been made on privacy standards 
concerning the commercial use of FRT by companies, 
however, the government is less restricted in its use 
of facial recognition. National security concerns contin-
ue to trump all other considerations. The White Paper 
on GB/T 35273-2020, the standard that lays out the 
requirements for the handling of private information, 
specifi cally upholds the right of the state to access per-
sonal information.55 Similarly, privacy protection is not 
extended to populations deemed a social threat, such 
as the Uyghurs. Facial recognition for public surveillance 
has its own specifi c national standard, GA/T 1756-2020, 

53 Since the introduction of the Personal Information Protection Law in 2021, more and more regulation has concerning the collec-
tion of private information through FRT has been introduced. In 2022, CAC fi ned ride-hailing company Didi RMB 8 billion for the 
excessive collection of facial recognition data. In 2023, CAC issued draft rules on tighter FRT oversight. Most recently, the China 
People’s Political Consultative Conference (albeit not that signifi cant in China’s legislative process) submitted a proposal to restrict 
the excessive use of FRT by the security agencies. See NPC, “Personal Information Protection Law of the People’s Republic of 
China”, accessed 15 March 2024, at http://www.npc.gov.cn/npc/index.html; Julie Zhu, Yingzhi Yang and Kane Wu, “China Fines 
Didi $1.2 bln but Outlook Clouded by App Relaunch Uncertainty”, Reuters, 21 July 2022, accessed 15 March 2024, at https://www.
reuters.com/technology/china-fi nes-didi-global-12-bln-violating-data-security-laws-2022-07-21/; and Jiemian News, “限制酒店过
度使用“人脸识别”, [Restrict hotels from excessive use of “facial recognition”], accessed 15 March 2024, at https://m.jiemian.com/
article/10889480.html.

54 SAC, “信息安全技术 人脸识别数据安全要求” [Information Security Technology Face Recognition Data Security Requirements], 
accessed 15 March 2024, at https://std.samr.gov.cn/gb/search/gbDetailed?id=EB58F4DA926CB2A2E05397BE0A0A7D33.

55 TC260,  “信息安全技术 个人信息安全规范” [Information Security Technology, Personal Information Security Specifi cations], ac-
cessed 15 March 2024, at https://www.tc260.org.cn/upload/2020-09-18/1600432872689070371.pdf. 

56 IPVM, “Dahua and Hikvision Co-Author Racial And Ethnic PRC Police Standards”, accessed 15 March 2024, at https://ipvm.com/
reports/racial-ethnic-standards. 

57 TC260, “全国网络安全标准化技术委员会（SAC/TC260
” [National Cybersecurity Standardization Technical Committee (SAC/
TC260)], accessed 15 March 2024, at https://www.tc260.org.cn/front/tiaozhuan.html?page=/front/gywm/wymd_Detail. 

which contains technical specifi cations for “skin colour 
analysis”, leaving open the potential for racial bias and 
racial profi ling.56

It is also worrying that it is mostly Chinese companies 
that are involved in the drafting of domestic facial rec-
ognition standards. The technical committee on cyber-
security, TC260, is a key standard-setting body for facial 
recognition standards. TC260 is led by a representative 
of the CAC, China’s top agency for digital governance. 
While a few foreign companies participate in the techni-
cal committee, such as Siemens, Intel, Schneider Electric 
and Visa,57 no foreign company participated in the draft-
ing of the standards named above. 

Furthermore, China has established an “Overall Group 
for Artifi cial Intelligence Standardisation” under TC28, 
which is responsible for information technology. In 
March 2020, a new AI Sub-Technical Committee (SAC/
TC 28/SC42) was made responsible for Artifi cial Intel-
ligence (AI), foundation technology, risk management, 
trustworthiness, governance, products and applications, 
as well as national standard formulation and revision 
work in the fi eld of AI.

China is also increasingly active on the international 
stage. For International Telecommunication Union (ITU) 
Study Period 2022–2024, representatives from China 
Telecom and Beijing University of Post and Telecom-
munication have been made rapporteurs for Question 
12, related to intelligent visual systems and services. All 
the editors responsible for individual work items un-
der Study Question 12 are from Chinese institutions or 
companies. Many of these companies, such as China 
Telecom, China Unicom or State Grid, are state-owned. 
Some of the participating companies, such as Dahua, 
have been sanctioned by the US for supporting the 
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Chinese government with its surveillance of the Uy-
ghur population.58 While the ITU is less infl uential on 
standard-setting in developed countries, it remains an 
important source for countries with limited policymak-
ing capacities.59

China is also active in other international SDOs.  ISO/IEC 
JTC1 has established subcommittee SC42 on AI, focused 
on the development of data quality and governance, 
credibility and security. It has been used as a regulatory 
reference by many countries and regions for AI security 
and governance. Within SC42, China is leading work on 
data quality process frameworks.60 However, China does 
not dominate SC42, as most working groups are not led 
by Chinese companies.

In conclusion, China has made signifi cant strides in stan-
dardising facial recognition technology. FRT has been 
widely adopted domestically, particularly in the public 
sector, raising concerns about privacy and data pro-
tection. While the Chinese government has introduced 
regulations to address these concerns, national security 
imperatives often take precedence, leaving room for po-
tential abuse. As long as the national security rationale 
for FRT is predominant, it seems unlikely that Europe-
an companies will be able to participate signifi cantly in 
domestic standardisation. Compared to the other two 
case studies, network eff ects are weaker and China’s 
strong market power provides less incentive to cooper-
ate for the sake of market acceptance. However, China’s 
ambitions to export FRT and its active participation in 
international SDOs signal its willingness to stay with-
in the international framework. This provides European 
companies, which continue to have a good footing in 
international SDOs on AI, with an opportunity to shape 
Chinese technical standards through the international 
stage. In the light of the relatively weak European FRT 
industry (see chapter 10 in this volume), gaining the abil-
ity to act appears hardly feasible. The ability to deny will 
require Europe to remain active in international SDOs 
and a leader in technological niches.

58 Eduardo Jaramillo, “US, UK, and Australia hit Hikvision, Dahua, and other Chinese Tech Firms with New Restrictions”, The China 
Project, accessed 15 March 2024, at https://thechinaproject.com/2022/12/07/u-s-u-k-and-australia-hit-hikvision-dahua-and-other-
chinese-tech-fi rms-with-new-restrictions/. 

59 Anna Gross, Madhumita Murgia and Yuan Yang, “Chinese Tech Groups Shaping UN Facial Recognition Standards”, Financial Times, 
1 December 2019, accessed 15 March 2024, at https://www.ft.com/content/c3555a3c-0d3e-11ea-b2d6-9bf4d1957a67. 

60 Hongru Zhu, Juntao Peng and Yong Sun, “人工智能治理国内外政策与标准分析“ [Analysis of Domestic and Foreign Policies and 
Standards for Artifi cial Intelligence Governance], accessed 20 March 2024, at https://mp.weixin.qq.com/s/u-TtDPx93lVPSfz7M-
0WdZQ.

POLICY RECOMMENDATIONS

Technical standards have a specifi c, albeit limited, func-
tion in maintaining, building or consolidating China’s 
technological dependencies on Europe. Denial of access 
to standardised technology is impossible. Technical stan-
dards do not constitute unidirectional dependencies and 
are not a hard chokepoint. The more relevant network 
eff ects are for a technology, however, the stronger the 
interest in global market acceptance of the develop-
ment of standards that can lock-in all market partici-
pants, including those in China, to inherent SEPs. When 
European actors hold these SEPs a “soft dependence” 
is the result.

In the cases discussed in this chapter, Europe has the 
potential to achieve the level of ability to deny in all 
three because the PRC has an active interest in net-
work eff ects, and thus the application of international 
standards. Europe’s position is the weakest in FRT. In 
the case of energy-saving wireless network technology, 
the inclusion of Nokia and Ericsson in relevant domes-
tic standard-setting forums carries at least the general 
possibility of achieving the ambition level ability to act.

Threat prevention 
For European actors to use technical standards to con-
tribute to threat prevention would require a four-step 
process: First, the UK, the EU and its member states 
would need to understand and identify the specifi c se-
curity relevance of technologies. General fi ndings on the 
dual-use nature of broad technology categories such 
as wireless networks are not enough. Instead, a more 
detailed overview of the dual-use potential of technol-
ogies will be necessary. For this, Europe could set up a 
joint monitoring and research programme – possibly in 
alliance with like-minded partners, for example within 
the framework of the North Atlantic Treaty Organisation. 
Second, where a given technology or technological func-
tionality is found to be of dual use, the same institution 
could develop mitigation strategies. Where the assess-
ment hints at the value of transparency and trust as 
means of mitigating risks, technical standards should be 
considered. Third, since most technical standardisation is 
private sector-driven, coordination with relevant industry 
and standardisation organisations would be benefi cial, 
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which could be carried out within the High-level Forum 
of European Standardisation. Fourth and fi nally, where 
standard-setting is found to have risk mitigation poten-
tial following the fi rst three steps, public actors – par-
ticularly from European security agencies – will need to 
participate in relevant standardisation processes. Na-
tional security concerns are not a priority among com-
panies and must be addressed by public actors. It is 
likely that the number of such cases will be very limited 
and therefore the additional funding required to fi nance 
the inclusion of public actors in relevant standardisa-
tion organisations should be relatively small. Any instru-
ments that increase the transparency and inclusivity of 
standardisation processes, such as the certifi cation of 
international SDOs according to best practices, could 
also be helpful.

Ability to deny
Policies that help European technology companies to 
continue to be featured in international standard-setting 
organisations ensure the “soft dependency” of China on 
European technology and thereby increase the “ability 
to deny”. These include keeping global markets open for 
European companies, for example by incentivising the 
adoption of international standards through the EU’s 
and the G7’s global connectivity initiatives, which could 
be tied to the implementation of international stan-
dards. European policymakers should also provide con-
ditions conducive to the development of technical stan-
dards by European actors. Sustaining if not improving 
investment in research, development and innovation, for 
example by means of Horizon projects or national re-
search funding schemes, coupled with the introduction 
of technical standard contributions as one among sever-
al evaluation metrics of such projects, could prove use-
ful. Policymakers should also create incentives for and 
reduce the costs of companies participating in interna-
tional standardisation processes, for example, by experi-
menting with tax credits for payment fees or R&D costs 
for established standards. Supporting conditions for ear-
ly mover advantage by means of temporal exemptions 
from regulations in priority areas, under conditions of 
constant monitoring, could also be considered. A further 
example is the continuation of eff orts to secure revenue 
streams from SEPs. In this context, defending existing 
international practices against China’s anti-suit injunc-
tion will be critical.

61 Association standards are technical standards in China that are developed outside of formal party-state institutions within 
Chinese industry alliances. De facto, the party-state often exercises signifi cant infl uence over these standard-setting processes 
as well. Tim Rühlig, “The Shape of Things to Come: The Race to Control Technical Standardization”, European Union Cham-
ber of Commerce in China, accessed 31 March 2024, at https://static.europeanchamber.com.cn/upload/documents/documents/
The_Shape_of_Things_to_Come_English_Final%5b966%5d.pdf

Ability to act
To untap the potential for technical standards to shape 
China’s technological development, Europe needs to un-
derstand the feasibility and political value of dependen-
cies on technical standards in each technological sector. 
Europe could consider sponsoring research that brings 
together technical and strategic expertise to investigate 
such potential on a technology-by-technology basis. This 
study could serve as a fi rst example of how such com-
missioned research might look, although deeper and 
non-public analysis will be necessary.

Where such potential is identifi ed, Europe must insist on 
receiving reciprocal access to domestic standard-setting 
in China or advocate for the identical incorporation of 
international standards – where shaped by European 
proposals – into domestic Chinese standards.

All this will require close cooperation between public 
and private sector actors. The EU, including its mem-
ber states, the UK and their like-minded partners 
should continue to insist on reciprocal access to do-
mestic standardisation in China – including to associ-
ation standard-setting.61 This will require an indication 
from European industry and SDOs that they will bring 
discriminatory practices to the attention of public ac-
tors. If these practices cannot be addressed by bilater-
al means, the UK and the EU should consider bringing 
them to the World Trade Organisation’s Committee on 
Technical Barriers to Trade (TBT). In return, public actors 
should support private sector actors with navigating the 
specifi cities of China’s standardisation system, not least 
by providing information through the Seconded Europe-
an Standardisation Expert in China (SESEC). In the case 
of automotive chip standardisation, policymakers could 
encourage coordination mechanisms among industry 
players – especially tier 2 suppliers, which are currently 
completely absent from SC29 – to participate in defi n-
ing the direction of Chinese auto chip standardisation.

European public actors should continue to encour-
age China to identically incorporate international stan-
dards into their domestic system. In this context, Eu-
rope should not give up on the idea of a Beijing and 
Shanghai Agreement of the Standardisation Adminis-
tration of China (SAC) with the International Standard-
isation Organisation (ISO) and the International Elec-
trotechnical Commission (IEC) that resembles Europe’s 
Frankfurt and Vienna Agreements. These agreements 
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synchronise European and international standards, al-
beit to diff erent degrees. China has promised a simi-
lar development in its Standardisation Outline. Europe 
should advocate for Beijing and Shanghai Agreements 
as the best way to implement the stated goal of in-
ternational alignment. Curtailment is not achievable by 
means of technical standards. 

Finally, this chapter also demonstrates that what is 
achievable by means of technical standards varies 
across technologies. Hence, a careful consideration of 
the role of technical standards in achieving technological 
indispensability would be useful, and requires a nuanced 
agenda as well as cooperation between public and pri-
vate sector actors.

SCORECARD 2 TECHNOLOGY FIELD: TECHNICAL STANDARDISATION

Feasibility of level 
of ambition

Threat prevention Ability to deny Ability to act Curtailment

Low High Medium Not feasible

Core policy 
recommendations

Four-step process 
consisting of:

• Like-minded security 
monitor

• Like-minded security 
mitigation strategy

• Public-private 
security dialogue

• Targeted inclusion of 
public security actors

• International stan-
dards promotion 
through procurement 
and investment

• Linkage of public 
R&D and standard 
contributions

• Early mover enabling

• Pushback against 
anti-suit injunction

All of the ability to deny 
actions plus:

• Insistence on 
reciprocal access 
to domestic 
standard-setting 
in China

• Insistence on access 
to association stan-
dardisation in China

• Support for Beijing 
and Shanghai Agree-
ments with ISO/IEC

• None
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APPENDIX A:  Members of TC485 National Technical Committee for Communication

AFFILIATION NAME CHINESE ORGANISTION CHINESE

Quasi-Government Wen Ku 闻 库 CCSA 中国通信标准化协会

Government Liu Yulin 刘郁林 MIIT 工业和信息化部信息通信发展司

Government Yao Jia 姚 佳 MIIT 工业和信息化部科技司

Government Lei Nan 雷 楠 MIIT 工业和信息化部网络安全管理局

Quasi-Government Dai Xiaohui 代晓慧 CCSA 中国通信标准化协会

Quasi-Government Zhao Ying 赵 莹 CAICT 中国信息通信研究院

Quasi-Government Nan Xinsheng 南新生 CCSA 中国通信标准化协会

Quasi-Government Cao Jiguang 曹蓟光 CAICT 中国信息通信研究院

Private company Shi Youtang 石友康 Potin-Tech 博鼎实华（北京）技术有限公司

Private company Ji Heyuan 续合元 Potin-Tech 博鼎实华（北京）技术有限公司

Quasi-Government Xie Wei 谢 玮 CAICT 中国信息通信研究院

Research institute Xiao Li 肖 雳 Shenzhen Institute of Information 
and Communications Technology

深圳信息通信研究院

SOE Zhang Yuan 张 园 China Teleco 中国电信集团有限公司

SOE Xie Lingyun 解灵运 China Mobile 中国移动通信集团有限公司

SOE Wang Minghui 王明会 China Unicom 中国联合网络通信集团有限公司

Research institute Liu Xiaoyong 刘晓勇 Testing Center of the National Ra-
dio Monitoring Center

国家无线电监测中心检测中心

Research institute Li Hongtao 李洪涛 China Internet Network Informa-
tion Center

中国互联网络信息中心

Private company Liu Hongjun 刘红军 ZTE 中兴通讯股份有限公司

Private company Zhang Jian 张 健 Huawei 华为技术有限公司

SOE Yang Zhuang 杨 壮 China Information and Communi-
cations Technology Group

中国信息通信科技集团有限公司

Private company Gu Fangfang 顾方方 Nokia Bell 上海诺基亚贝尔股份有限公司

Research institute Li Wenjing 李文璟 Beijing University of Posts and 
Telecommunications

北京邮电大学

Research institute Song Zhituo 宋志佗 Chengdu Tederic Communication 
Equipment Testing

成都泰瑞通信设备检测有限公司

Private company Li Yan 李 俨 Qualcomm 高通无线通信技术（中国）有限公司

Quasi-Government Sun hang 孙 航 CATARC 中国汽车技术研究中心有限公司

Research institute Zhu Hao 朱 浩 China Academy of Industrial 
Internet

中国工业互联网研究院

Research institute Li Jun 李 俊 National Industrial Information 
Security Development Research 
Center

国家工业信息安全发展研究中心

APPENDIX
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Private company Xiong Zhuang 熊 壮 YOFC Optical Fiber & Cable 长飞光纤光缆股份有限公司

Quasi-Government Xie Yi 谢 毅 Telecommunications Terminal In-
dustry Association

电信终端产业协会

Private company Li Wei 李 伟 Tencent 腾讯云计算（北京）有限责任公司

SOE Jin Ming 金 鸣 Datang Telecom Group 电信科学技术研究院有限公司

SOE Zhang Chi 张 弛 Datang Telecom Group 电信科学技术研究院有限公司

Research institute Qi Wei 戚 巍 CAS Quantum Network Co. 国科量子通信网络有限公司

Quasi-Government Shu Min 舒 敏 CNCERT 国家计算机网络应急技术处理协调中心

Research institute Yu Zhong 禹 忠 Xi’an University of Posts and 
Telecommunications

西安邮电大学

Private company Hu Qianggao 胡强高 Accelink Technologies 武汉光迅科技股份有限公司

Quasi-Government Meng Deliang 孟德良 State Radio Monitor Center 国家无线电监测中心

NAME CHINESE ORGANISTION CHINESE

Gong Jinfeng 龚进峰 CATARC 中国汽车技术研究中心有限公司

Zhang Yong 张涌 Nanjing Forestry University 南京林业大学

Li Yan 李燕 Dongfeng Motor Group 东风汽车集团股份有限公司

Wang Hongbo 王洪博 China Academy of Information and 
Communications Technology

中国信息通信研究院

Zhu Tong 朱彤 CATARC 中国汽车技术研究中心有限公司

Yang Xiaosong 杨晓松 Xiangyang Da’an Automobile Testing Center 襄阳达安汽车检测中心有限公司

Lü Gang 吕刚 Changchun Automobile Testing Center 长春汽车检测中心有限责任公司

Ma Yue 马玥 MIIT 工业和信息化部装备工业发展中心

Hua Jiafeng 华佳峰 Ministry of Public Security 公安部交通管理科学研究所

Wang Jiangdong 王江东 China Quality Certifi cation Center 中国质量认证中心

Li Bo 李波 CATARC 中国汽车技术研究中心有限公司

Ding Yifu 丁一夫 China Automotive Research Institute Automobile 
Inspection Center (Tianjin)

中汽研汽车检验中心（天津）有限公司

Gu Hailei 顾海雷 Shanghai Motor Vehicle Testing and Certifi cation 
Technology Research Center

上海机动车检测认证技术研究中心有限
公司

Qin Yanming 覃延明 Chongqing Vehicle Inspection and Research Institute 重庆车辆检测研究院有限公司

Huang Xuemei 黄雪梅 China Automotive Engineering Research Institute 中国汽车工程研究院股份有限公司

Xu Mingze 徐铭泽 Tianjin Institute of Internal Combustion Engines (Tianjin 
Motorcycle Technology Center)

天津内燃机研究所（天津摩托车技术中
心）

APPENDIX B:  Members of TC114/SC29 National Automotive Standardisation Technical Committee 
  Electronics and Electromagnetic Compatibility Sub-Technical Committee
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Chen Lingling 陈玲玲 Changsha Automotive Electrical Testing Center 长沙汽车电器检测中心有限责任公司

Rong Hui 戎辉 China Automotive Research Institute (Tianjin) 
Automotive Engineering Research Institute

中汽研（天津）汽车工程研究院有限
公司

Cui Qiang 崔强 China Electronics Standardisation Institute 中国电子技术标准化研究院

Yang Zhifeng 杨支峰 Suzhou Electrical Apparatus Research Institute 苏州电器科学研究院股份有限公司

Gong Baoquan 龚宝泉 FAW Group 中国第一汽车集团有限公司

Ma Xilai 马喜来 FAW Jiefeng Automobile 一汽解放汽车有限公司

Wu Dingchao 吴定超 FAW-VW Automotive 一汽-大众汽车有限公司

Gao Yuan 高远 FAW Toyota Technology Development 一汽丰田技术开发有限公司

Liu Shuangping 刘双平 Dongfeng Commercial Vehicle Co., Ltd. Dongfeng 
Commercial Vehicle Technology Center

东风商用车有限公司东风商用车技术
中心

Wang Wei 汪巍 Dongfeng Motor Group 东风汽车有限公司

Wang Yan 王焱 DPCA Automobile 神龙汽车有限公司

Zhang Haitao 张海涛 SAIC Group 上海汽车集团股份有限公司技术中心

Shen Xiaobin 沈晓斌 SAIC Maxus Automobile 上汽大通汽车有限公司

Dan Zhangwei 单长伟 Nanjing Automobile Group 南京汽车集团有限公司汽车工程研究院

Sun Jing 孙竞 Pan Asia Automotive Technical Center 泛亚汽车技术中心有限公司

Yu Zhaofeng 余召锋 SAIC Volkswagen 上汽大众汽车有限公司

Deng Fuqi 邓福启 SAIC-GM-Wuling Automobile 上汽通用五菱汽车股份有限公司

Zhu Ye 朱晔 BAIC Motor 北京汽车股份有限公司

Zhang Lifeng 张立峰 Beiqi Foton Motor 北汽福田汽车股份有限公司

Gao Xinjie 高新杰 Beijing Electric Vehicle 北京新能源汽车股份有限公司

Cao Shanggui 曹尚贵 Chery Automobile 奇瑞汽车股份有限公司

Zheng Fangfang 郑芳芳 Anhui Jianghui Automobile Group 安徽江淮汽车集团股份有限公司

Ma Qian 马谦 Geely 吉利汽车研究院（宁波）有限公司

Wu Shaohua 吴少华 Great Wall Motor 长城汽车股份有限公司

He Wen 何文 Chongqing Changan Automobile 重庆长安汽车股份有限公司

Zhong Yilin 钟益林 BYD 比亚迪汽车工业有限公司

Xuwei 徐伟 GAC Group 广州汽车集团股份有限公司

Cheng Bin 程斌 Brilliance 华晨汽车集团控股有限公司

Chen Hongjuan 陈鸿娟 BMW Brilliance 华晨宝马汽车有限公司

Bai Bin 白冰 Haima Automobile 海马汽车有限公司

Lu Changjun 卢长军 Zhengzhou Yutong Bus 郑州宇通客车股份有限公司

Li Zhiqiang 李志强 Xiamen King Long United Automobile Industry 厦门金龙联合汽车工业有限公司

Guo Qingbo 郭庆波 China National Heavy Duty Truck Group 中国重型汽车集团有限公司

Jia Yi 贾谊 Toyota Motor (China) 丰田汽车（中国）投资有限公司

Zhang Xiaodong 张笑冬 United Automotive Electronic Systems 联合汽车电子有限公司

Liao Jianxiong 廖剑雄 Huizhou Desay SV Automotive Electronics Co 惠州市德赛西威汽车电子股份有限公司
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Shi Lihui 师立辉 Neusoft Group 东软集团（大连）有限公司

Shi Xiaomi 史晓密 Beijing Xingkedi Technology 北京兴科迪科技有限公司

Luo Xiaoping 罗小平 Shenzhen Longhorn Automotive Electronic Equipment 深圳市豪恩汽车电子装备股份有限公司

Huang Tian 黄田 Hangzhou Haikang Automotive Technology Co 杭州海康汽车技术有限公司

Liu Yunxia 刘云霞 Changzhou Xingyu Auto Lamp Co 常州星宇车灯股份有限公司

Zhang Wei 张伟 CATL 宁德时代新能源科技股份有限公司

Gao Yongqiang 高永强 Huawei 华为技术有限公司

Zhang Peng 张鹏 Weikai Testing Technology 威凯检测技术有限公司

APPENDIX C:  Technical requirements for facial recognition sample data (GB/T 41772-2022)

SAMPLE QUALITY

ITEM

REQUIREMENT

SAMPLE FOR FACE 
REGISTRATION

SAMPLE FOR MATCH-
ING IDENTIFICATION

SAMPLE FOR 
NON-MATCHING 
IDENTIFICATION

Face size Interpupillary distance >60 pixel >50 pixel >40 pixel

Clarity

Gaussian blur <0.24 <0.25 <0.30

Motion blur >0.15 >0.20 >0.26

Laplacian variance >500 >350 >200

Posture

Horizontal rotation angle -10°~10° -20°~20° -45°~45°

Pitch angle -10°~10° -15°~15° -20°~25°

Tilt angle -10°~10° -15°~15° -20°~25°

Completeness

Geometric distortion <5% <10% <15%

Eyebrow visibility 100% >90% >75%

Eye visibility 100% 100% 100%

Nose visibility 100% >95% >85%

Mouth visibility 100% 100% 100%

Cheek skin visiblity 100% >85% >75%

Fidelity Makeup and retouching None None None

Illumination

Uniformity No light spots
No light spots and 
shadow/light face

No light spots and 
shadow/light face

Overall luminosity
No overexposure or 
underexposure

No overexposure or 
underexposure

No overexposure or 
underexposure

Grayscale Level 256 Level 256 Level 256

Grayscale dynamic range 
(85-200 grayscale value 
ratio) >95% >90% >80%

Expression

Expression category Neutral Neutral or smiling Neutral or smiling

Eyes open or close Naturally open Naturally open Naturally open

Mouth open or close Naturally close
Naturally closed or 
slightly open

Naturally closed or 
slightly open
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INTRODUCTION

The combined digital and green transition will enhance 
resilience and sustainability, and create business op-
portunities. Each has the potential to make countries 
more environmentally responsible, while at the same 
time opening up new business opportunities for compa-
nies. Both transformations are widely considered crucial 
for the future competitiveness of national economies. 
Nonetheless, there is still relatively little overlap in the 
global policy arena in relation to environmental digital-
isation and sustainability. 

1 European Commission, “2022 Strategic Foresight Report: Twinning the Green and digital transitions in the new geopolitical con-
text”, 29 June 2022, accessed 15 April 2024, at https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52022DC0289.

2 See https://gott.blog.gov.uk/2023/06/16/highlighting-digital-and-green-projects-in-gotts-autumn-knowledge-asset-grant-fund-
round/. 

The urgent need to better understand the interactions 
between the digital and green transitions is clearly rec-
ognised in the European Commission’s 2022 Strategic 
Foresight Report.1 The report states that digital tech-
nologies can provide functions that catalyse the green 
transition, such as monitoring and tracking to propel the 
circular economy. In the United Kingdom, the British gov-
ernment has launched a Knowledge Asset Grant Fund 
that prioritises projects aimed at achieving sustainabil-
ity in the digital economy.2 China’s 14th Five-Year Plan 
for Energy Technology Innovation highlights high-quality 
green development and emphasises that innovation is 

SCORECARD 1 TECHNOLOGY FIELD: DIGITAL AND GREEN TRANSITIONS

Source of European 
technology strength

Research and 
innovation

Intellectual property 
and patents

Production and 
commercialisation

Not feasible Medium Not feasible

Type of European 
technology strength

Technological 
excellence

Commer-
cialisation 
advantage

Conditioning 
of market 
access

Regulatory, 
political and 
normative 
factors

Sustainability Research 
partnerships 
with third 
countries

X X X X X

Degree of European
leverage High

Medium

Low

Digital and Green Transitions: Opportunities and 
Challenges for Europe and China
Davide Bonaglia, Rasmus Lema, María de las Mercedes Menéndez and Roberta Rabellotti

The digital and green transitions are crucial to the competitiveness of Europe and China. To 
strengthen their innovation eff orts in this direction, it is essential to develop a technology 
ecosystem that promotes transdisciplinary research and combines digital and green knowl-
edge. This chapter explores how the knowledge base in ‘twin’ digital and green technologies 
is developing in the European Union, the United Kingdom and China in comparison with oth-
er major players on the global technology scene such as the United States, Japan and South 
Korea. It investigates the Chinese policy programmes adopted to strengthen the knowledge 
base in this key area and analyses green digital patents. We conclude that Europe has an 
advantage over China in most of the twin transition technological areas investigated, but 
Europe has a few leading edges in the wider global landscape. The chapter emphasises the 
need for both competition and collaboration between the EU and China in driving the global 
sustainability goals with these technologies, which calls for ambitious public policies and col-
laborative eff orts to address the challenges in greening digital technologies.
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at the core of modern development, stressing that the 
country is entering a new phase of accelerated digitised 
development.3

Developing the full potential of the digital and green 
transitions globally will depend on the ability to develop 
new knowledge and technologies that combine both 
elements. To foster innovation eff orts in this direction, it 
is essential to develop a technological ecosystem that 
promotes transdisciplinary research and combines dig-
ital and green knowledge to enable transformational 
change.

At the same time, digital and green technologies are 
increasingly seen through the lens of competition and 
technological sovereignty, and the aim of mitigating po-
tential strategic dependencies on geopolitical rivals.4
Many of the most relevant technological ecosystems 
are deeply transnational, however, and technological re-
lationships are shaped by the relative strength of tech-
nological capabilities in diff erent countries and regions.

Against this backdrop, the paper investigates how the 
knowledge base for digital and green technologies is 
developing in the European Union, the United Kingdom 
and China, compared with the other main protagonists 
on the global technological scene: the USA, Japan and 
South Korea. We use patents as a proxy for knowledge 
in digital and green technologies. 

While such a broad analysis cannot clearly identify the 
technological niches in which Europe is technological-
ly superior, the paper does provide pointers for a fur-
ther exploration of general strengths and weaknesses 
in Europe and China that can pinpoint future areas of 
technological priority and assess the relevance of policy 
ambitions such as those described in the introduction 
to this report. 

3 Government of China, “十四五”能源领域科技创新规划” [14th Five-Year Plan for Energy Technology Innovation], accessed 15 April 
2024, at https://www.gov.cn/zhengce/zhengceku/2022-04/03/5683361/fi les/489a4522c1da4a7d88c4194c6b4a0933.pdf

4 Edler, J. et al., “Technology sovereignty as an emerging frame for innovation policy: Defi ning rationales, ends and means”, Research 
Policy, vol, 52, no, 6, 104765, 2023, https://doi.org/10.1016/j.respol.2023.104765 

5 Government of China, Plan for the Overall Layout of Building a Digital China, 27 February 2023, accessed 15 April 2024, at https://
www.gov.cn/zhengce/2023-02/27/content_5743484.htm 

6 Government of China, White Paper on the Synergistic Development of Digitalisation and Greening, accessed 15 April 2024, at 
http://www.caict.ac.cn/kxyj/qwfb/bps/202301/P020230107860562732799.pdf; and Government of China, Implementation Plan 
for Green and Low-Carbon Advanced Technology Demonstration Projects, accessed 15 April 2024, at https://www.ndrc.gov.cn/
xwdt/tzgg/202308/P020230822522890144093.pdf 

CHINA’S CURRENT POLICY 
FRAMEWORK FOR A GREEN AND 
DIGITAL TRANSFORMATION

The overlapping green and digital transitions consti-
tute a policy priority for China. Both the academic Chi-
nese-language literature and core Chinese policy doc-
uments underline the strategic importance of what in 
Europe is referred to as the “twin transition”. At the 
same time, however, exploring the interlinkages be-
tween both transformations is still in its infancy, opening 
a window of opportunity for Europe to explore where 
the room for developing technological strengths or even 
indispensability could be.

China’s policies on the digital and green transitions 
have gathered pace in recent years, especially since 
2021 when decarbonising the economy was fi rst made 
a central objective by Xi Jinping at the Asia-Pacifi c Eco-
nomic Cooperation (APEC) Chief Executive Offi  cer Sum-
mit. Several sectoral development plans now target the 
issue and digital technologies feature prominently.

Given its national scope, the Plan for the Overall Layout 
of Building a Digital China (2023) by the Central Com-
mittee of the Chinese Communist Party (CCP) and the 
State Council is especially important. The plan calls for 
the development of a “green and intelligent digital eco-
logical civilisation” and emphasises acceleration of the 
coordinated transformation of digitalisation and green-
ing.5 Ministerial documents, such as the White Paper 
on the Synergistic Development of Digitalisation and 
Greening (2023) published by the Ministry of Informa-
tion and Communication Technology, and the cross-min-
isterial Implementation Plan for Green and Low-Carbon 
Advanced Technology Demonstration Projects (2023), 
have also begun to use the term.6 Several earlier na-
tional, sectoral and local development plans, not least 
14th Five-year Plan, as well as regulations and industrial 
plans also span the intersection of digital development 
and innovation, and green transformation and decar-
bonisation. A few representative examples below explain 
the thrust of these national and sectoral policies regard-
ing the digital green transformation.
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It was recognised early on that digital solutions can 
make energy systems and industry more effi  cient, fl ex-
ible and integrated, and these qualities are identifi ed in 
China’s policies on related issues. The effi  ciency gains of 
data-driven governance of resources and energy, as well 
as industrial operations were targeted in the National 
Informatisation Development Strategy of 2006.7 China’s 
national framework policy on decarbonisation, the so-
called 1+N policy, only mentions digitalisation once, how-
ever, aiming to “drive integrated development of digital, 
smart, and green technology in the industrial domain”.8

The Outline of the National Digitisation Strategy is one 
of the few strategic policy documents in which green 
development is integrated with digitalisation. It address-
es two main issues: establishment of a data registry 
on resources (management); and information disclosure 
for better governance, such as regulating pollution and 
driving a circular economy.9 In addition, the 2018 Circular 
Economy Promotion Law (revised from 2008) connects 
digitalisation with green development. Again, the focus 
is on the benefi ts of effi  ciency and savings, including re-
cycling, that digitalisation and data-driven management 
can off er.

Better resource management and more effi  cient use 
are seen as important areas to which digital technolo-
gy is a stepping stone. While national/sectoral policy is 
not yet as specifi c, a data infrastructure capable of de-
livering a reliable monitoring, reporting and verifi cation 
(MRV) system for environmental and resource data is 
seen by industry insiders as the target of these policies. 
MRV systems are also a central requirement of China’s 
key systems for industry regulation and carbon pricing, 
such as the emission trade system. The importance of 
such data systems is again mentioned in the authori-
tative 2021 Notice of the Comprehensive Work Plan for 

7 Government of China, National Informatisation Development Strategy of 2006, accessed 15 April 2024, at https://www.gov.cn/
gongbao/content/2006/content_315999.htm 

8 State Council of China, Action Plan for Carbon Dioxide Peaking Before 2030, 24 October 2021, accesses 10 April 2024, at https://
www.lawinfochina.com/display.aspx?id=36700&lib=law

9 Zhenghzhou Foreign Investment Service Center, “中共中央办公厅国务院办公厅印发《国家信息化发展战略纲要》（全文)“ [The 
General Offi  ce of the CPC Central Committee and the General Offi  ce of the State Council issued the “National Informatization 
Development Strategy Outline” (full text)], accessed 15 April 2024, at https://www.waizi.org.cn/law/12015.html.

10 Government of China, “国务院关于印发“十四五”节能减排综合工作方案的通知” [Notice of the Comprehensive Work Plan for En-
ergy Conservation and Emission Reduction in the 14th National Five-year Plan], accessed 15 April 2024, at https://www.gov.cn/
zhengce/content/2022-01/24/content_5670202.htm 

11 14th Five-Year Plan for National Informatisation, December 2021, Translation by stanford.edu, 

12 Government of China, “十四五”能源领域科技创新规划” [14th Five-Year Plan for Energy Technology Innovation], accessed 15 April 
2024, at https://www.gov.cn/zhengce/zhengceku/2022-04/03/5683361/fi les/489a4522c1da4a7d88c4194c6b4a0933.pdf 

13 14th Five-Year Plan for National Informatisation, op cit.

14 National Energy Administration, “国家能源局关于加快推进能源数字化智能化发展的若干意见国能发科技〔2023〕27号-国家能源
局网站” [Several Opinions of the National Energy Administration on Accelerating the Development of Energy Digitalization 
and Intelligent Development Guonengfa Technology [2023] No. 27], accessed 15 April 2024, at http://www.nea.gov.cn/2023-
04/07/c_1310709025.htm.

Energy Conservation and Emission Reduction in the 14th 
National Five-year Plan.10

The 14th National Five-year Plan makes clean ener-
gy one of the main areas supported, and a strategic 
emerging industry. While not directly connected with 
digitalisation, data and digital infrastructures are rec-
ognised as a requirement for the development and use 
of new green tech in the energy sector, and for a sys-
temic shift to sustainability.11

The sectoral fi ve-year plans are slightly more specifi c on 
this issue. The 14th Five-year Plan for Energy Technolo-
gy Innovation, for example, outlines that digitalisation to 
advance so-called clean coal technology is an important 
factor. Smart solutions are seen as improving hydro-
power and urban power system usage. Digital energy 
technologies – especially the power grid – are targeted 
as one of the fi ve main areas of innovation. While de-
pendence on foreign suppliers is a major concern here, 
the green dimension of energy technology innovation 
plays an important role in these strategic development 
plans, as decarbonisation and future market opportuni-
ties are sought.12

In addition, the 14th Five-year Plan for National Informa-
tisation discusses synergies between digital and green 
development, listing the “building of a green, smart, eco-
logical civilisation, and promoting digitised and greened 
coordinated development … broadening smart green 
manufacturing, green effi  cient energies, and the green-
ing of information carriers; develop smart logistics; ad-
vocate for low-carbon transportation”.13 More recently, 
driving the development of data centres as the back-
bone of digital and data-driven governance and resource 
management was targeted in the Recommendations on 
the Work of the National Green Data Centre.14
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To conclude, China’s policy framework for integrating 
the digital and green transitions is yet to be formulated 
in an integrated or strategic way. China acknowledges 
its importance but is yet to tap into the potential. While 
national development plans are less specifi c, they target 
the benefi ts of increased effi  ciency, the resource savings 
that come with digitalisation and data-driven gover-
nance. At the sectoral, local and industrial levels, policies 
are becoming more targeted and eff ective at achieving 
these ends. Based on the existing policy and initiatives, 
there will be a marked increase in more specifi c policies 
and technical solutions in the coming months and years, 
and institutional and industrial developments that deep-
en China’s green and digital transformation should be 
expected. The policy focus on decarbonisation and the 
concerted push to make China’s green tech industry a 
world leader are indirectly driving these developments.

The topic of the twin transition is still in its infancy. The 
tiny body of existing literature focuses on the impor-
tance of digitalisation and green innovation if Chinese 
manufacturing companies are to achieve the country’s 
carbon emissions goals, mainly focused on A-Listed 
fi rms and the extent to which digital adoption reduces 
emissions. This situation opens a general opportunity 
for Europe. China may have identifi ed the crucial impor-
tance of the twin transition, but it is yet to formulate 
detailed policies that refl ect its strategic relevance. This 
makes it particularly worthwhile for the EU and the UK 
to explore strengths that could ultimately pave the way 
to technological indispensability. The patent analysis be-
low provides early pointers on the most promising ar-
eas from which such strengths or even indispensability 
could arise.

15 General Purpoe Technologies (GPTs) are characterised by their ubiquity, inherent potential for technical improvement and inno-
vative complementarities. Technologies such as AI, big data and deep learning exhibit GPT characteristics. World International 
Patent Offi  ce, World Intellectual Property Report, 2022: The direction of innovation. Geneva, 2022.

16 This study relies on digital GPTs patent data provided by the WIPO based on PATSTATS (spring 2023 edition). The identifi cation 
of digital GPTs patents relies on Cooperative Patent Classifi cation (CPC) codes and keywords. See the Technical note in World 
International Patent Offi  ce, op. cit. (note 14).

17 Degler, T., Agarwal, N., Nylund, P. A. and Brem., A., Sustainable Innovation Types: a Bibliometric Review, in International Journal of 
Innovation Management, vol. 25, no. 9, pp. 1–34, November 2021, doi: 10.1142/S1363919621500961

18 Guo, R. et al., ‘Classifying Green Technologies for Sustainable Innovation and Investment’, in Resources, Conservation and Recycling, 
vol. 153 pp. 1–13, February 2020, doi: 10.1016/j.resconrec.2019.104580

19 Guo et al., op cit. 

20 This patent methodology can only be applied to patents with a CPC code. It has been widely used by European Commission 

DIGITAL AND GREEN INNOVATIONS

Digital and green technologies: conceptualisa-
tion and identifi cation
The Paris Agreement has brought the interaction be-
tween digital and green technologies to the fore as a 
key issue in the scientifi c community and among inter-
national organisations, to keep global warming below 2 
degrees Celsius above preindustrial levels by 2050. Dig-
ital technologies play a signifi cant role in enabling more 
effi  cient production and consumption, through effi  ciency 
gains, dematerialisation, virtualisation and optimisation. 
This, in turn, reduces end-use demand and promotes 
material effi  ciency and circularity. 

Digital general-purpose technologies (GPTs) were re-
cently defi ned by the World International Patent Offi  ce 
(WIPO) as ubiquitous, spurring innovation in complemen-
tary fi elds and able to be applied across many sectors 
and industries.15 GPTs emerged because of the general 
digitalisation of three interrelated but separate scientifi c 
fi elds: robotics, neural networks and symbolic systems. 
The WIPO identifi es fi ve types of digital GPTs: artifi cial 
intelligence (AI) and machine Learning (ML), autono-
mous systems, big data, cloud computing, and the Inter-
net-of-Things (IoT) and Robotics.16 Digital GPTs can help 
to develop more energy effi  cient products and systems, 
and have the potential to accelerate clean energy inno-
vation, which is critical for reducing carbon emissions. 

Green technologies, or more broadly speaking sustain-
able innovations, are not linked to specifi c sectors or 
industries. Various terms are used to identify them, 
given that no international agreement exists on their 
conceptualisation.17 The lack of a standardised classifi -
cation represents a challenge to understanding their 
potential transfer;18 and to investigating how they are 
interlinked.19 One possible way to measure green in-
novations is through patents. This study uses the Y02 
and Y04S patent classes proposed by the European 
Patent Offi  ce (EPO) to identify climate change mitiga-
tion technologies.20
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• Y02 comprises “technologies or applications which 
in the broadest sense can be considered as counter-
ing the eff ects of climate change, namely technolo-
gies or applications which can decrease greenhouse 
gasses (GHG) emission or remove (and store) GHG 
from the atmosphere”. 

• Y04S comprises Smart Grids and is closely connect-
ed to Y02.21

studies, see Bellucci, A. et al. “Venture Capital Financing and Green Patenting”, in Industry and Innovation, vol. 30, no. 7, pp. 947–983, 
2023. There are other methodologies for identifying green patents, such as the IPC Green Inventory proposed by WIPO and 
ENV-TECH proposed by the OECD. All of these are complementary and overlap only partially, see Favot, M. et al., “Green Patents 
and Green Codes: How Diff erent Methodologies Lead to Diff erent Results”, in Resources, Conservation & Recycling Advances, 18, 
2023, https://doi.org/10.1016/j.rcradv.2023.200132.

21 Angelucci S, Hurtado-Albir FJ and Volpe A. “Supporting Global Initiatives on Climate Change: The EPO’s “Y02-Y04S” Tagging 
Scheme’, in World Patent Information, vol, 54, pp. S85-S92, September 2018, doi: 10.1016/j.wpi.2017.04.006

22 See Appendix 2 for the detailed procedure adopted to build the database.

Table 1 shows the green technologies, their descriptions 
and the associated keywords in the Y02/Y04S patent 
classes. Our dataset includes 66,648 patent applications 
for digital GPTs assigned to companies or institutions, 
that were tagged with at least one Y02/Y04 class in the 
period 2000–2022.22

Figure 1 shows the global evolution of digital green 
technologies since 2000, indicating an increase since 
the 2010s. Nonetheless, digital technologies marked 

TABLE 1: Climate change mitigation technologies and smart grids

CPC DESCRIPTION KEYWORDS

Y02 Technologies or Applications for Mitigation or adaptation against climate change

Y02A Technologies for adaptation to climate change Adaptation

Y02B Climate change mitigation technologies related to buildings Buildings

Y02C Capture, storage, sequestration, or disposal of greenhouse gasses Greenhouse gas capture 
and storage 

Y02D Climate change mitigation technologies in information and communication technologies Green-ICT

Y02E Reduction of greenhouse gas emissions related to energy generation, 
transmission, or distribution

Energy

Y02P Climate change mitigation technologies in the production or processing 
of goods

Production

Y02T Climate change mitigation technologies related to transportation Transports

Y02W Climate change mitigation technologies related to wastewater treatment or 
waste management

Waste

Y04 Information or communication technologies with an impact on other 
technology areas

Y04S Systems integrating technologies related to power network operation, 
communication, or information technologies for improving electrical power 
generation, transmission, distribution, management or usage, i.e. smart grids Smart Grids
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Y02/Y04S represent on average just 7% of total digi-
tal technologies, confi rming previous evidence that the 
digital green transition is still at a very early stage glob-
ally.23 In addition, Figure 1 confi rms that green digital 
patent applications peaked at 10% between 2011 and 
the end of the study period. One explanation for this 
decline is that the period coincides with a decline in the 
price of fossil fuels, which has discouraged innovation 
related to low-carbon energy supply technologies.24 Pat-
ent applications fi led in at least one of three patent of-
fi ces  – the US Patent Offi  ce (USPTO), the Japan Patent 
Offi  ce (JPO) and the European Patent Offi  ce (EPO) – are 

23 Jindra, B. and Leusin, M., The Development of Digital Sustainability Technologies By Top R&D Investors. Publications Offi  ce of the 
European Union: Luxembourg, JRC130480, 2022.

24 See IEA, Patents and the Energy Transition, IEA: Paris, 2021, accessed 28 March 2024, at https://www.iea.org/reports/pat-
ents-and-the-energy-transition and EIB, Investment report 2020/2021: Building a Smart and Green Europe in the Covid-19 Era. 2021 
doi:10.2867/904099

25 We therefore exclude from the dataset patents only fi led at the China National Intellectual Property Administration (CNIPA). The 
increase in Chinese patents fi led abroad is a relatively recent phenomenon: at USPTO Chinese applications have increased from 
0.11% in 1995 to 11% in 2019 as a proportion of total patents granted. Wu, H., Lin, J. and Wu, H. M., “Investigating the real eff ect of 
China’s patent surge: New Evidence from Firm-level Patent Quality Data”, in Journal of Economic Behavior & Organization, no. 204, 
pp. 422–442, 2022. Although China has become a major patent player, applications fi led solely at the CNIPA are considered less 
technologically relevant, due to controversies related to uncertainties over the rule of law and patent intellectual property rights 
protection. Hu, A. G. and Jeff erson, G. H., “A Great Wall of Patents: What is Behind China’s Recent Patent Explosion?”, in Journal 
of Development Economics, vol. 90, no. 1, pp. 57–68, 2009.

26 The stagnation in the number of patents at the end of the period is explained by the usual time lag of approximately 18 months 
between when the patent is fi led and when it is published.

included in the dataset. These three patent offi  ces are 
believed to ensure a certain level of originality and ex-
pected commercial value on the global market of the 
patents they issue.25

Figure 2 shows the cumulative evolution of digital green 
patents by GPT category. Again, a trend of growth can 
be seen for all technologies since the 2010s. The fi gure 
also suggests that integration between digital GPTs and 
green technologies is more common in technologies 
such as AI, autonomous systems and robotics, and to a 
lesser extent in big data, the IoT and cloud computing.26

FIGURE 1: Digital green patents and share

Note: This graph includes all digital green patents without considering the national or regional jurisdictions in which they were issued, 
and thus diff ers from the rest of the analysis. Source: own elaboration based on PATSTAT.
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Country analysis 
Table 2 shows the number of digital green GPTs pat-
ents at the country level.27 It shows that Chinese ap-
plications represent just 5% of the total while the joint 
share of the European Union and the United Kingdom’s 
patents is 18% – slightly more than Japan. Within Eu-
rope, there are signifi cant disparities in digital green 
patenting. Germany is the country with the most pat-
ents, followed by France, the Netherlands, Italy and 
Sweden.28 It also shows that almost half the patent 
applications associated with the digital green transition 
are located in the USA.

Analysis by technologies
Among the diff erent green technologies, 20% of digital 
green GPT applications are related to smart grid tech-
nologies (Y04S), followed by 18% of applications related 
to technologies to reduce the impact on climate change 
in the production of goods (Y02P). The share of Climate 
change technologies related to buildings (Y02B) is 14% 
and applications related to clean transport (Y02T) 13%. 
The remaining technologies are shown in Figure A1 in 
the Appendix.

27 For a detailed explanation of how patents are attributed to countries see Appendix 2. 

28 For the distribution of patents among EU member states see Table A1. 

An interesting picture of digital green GPTs can be 
obtained by accounting for their diff erent categories. 
 Figure 3 shows the distribution of patents with the Y02/
Y04S tag by GPTs category. It shows that most of the 
classes of green technology combine with AI technolo-
gies. However, in the case of green technologies related 
to Information and Communication Technologies (Y02D), 
there is a more balanced integration with other tech-
nologies such as cloud computing and the IoT. In the 
case of green technologies related to the production of 
goods, there is a greater integration with robotics tech-
nologies. It is no surprise that the dominant technolo-
gies in green transport-related technologies (Y02T) are 
those related to autonomous systems.

Figure 4 shows the distribution of Y02/Y04S by applicant 
country. Applicants in the jurisdictions under consider-
ation focus their applications on diff erent mixes of cli-
mate change mitigation technologies. Chinese applica-
tions for digital green GPTs are more focused on green 
ICT technologies. The picture is diff erent in the case of 
Germany, where applications are concentrated on cli-
mate change mitigation technologies in the production 

FIGURE 2: Cumulative evolution of digital green technologies by GPTs categories

Note: This graph includes patents applied for in the US, Japan or European Patent Offi  ce. Source: own elaboration based on WIPO.
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FIGURE 3: Digital green technologies with Y02/Y04 tag by GPTs category (% applications)

Source: own elaboration based on PATSTAT.

COUNTRY NUMBER OF PATENTS SHARE

United States 30,873 46.32%

Japan 11,859 17.79%

Europe 10,138 15.21%

• Germany 4,509 6.8%

• France 1,634 2.5%

• Netherlands 804 1.2%

• Italy 713 1.1%

• Sweden 702 1.1%

• Rest of Europe 1,777 2.67%

South Korea 3,714 5.57%

China 3,321 4.98%

United Kingdom 1,879 2.82%

Canada 1,228 1.84%

Switzerland 1,068 1.60%

Israel 796 1.19%

Australia 449 0.67%

Rest of the World 1,322 1.98%

Total 66,648 100%

TABLE 2: Digital green patent applications by countries, 2000–2022

Source: own elaboration based on WIPO.

Cloud Computing IoTAI Autonomous Systems Big Data
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of goods and green transport technologies. In the case 
of the UK, while the main specialisation is in green trans-
port, applications cover all types of technologies evenly. 
Of the remaining competing countries, Japanese pat-
ent specialisation is even more skewed towards green 
goods production. South Korea’s specialisation, like Chi-
na’s, is localised on green ICT. A similar picture can be 
observed in the United States, where green ICTs are the 
most important.

Technological specialisation
Revealed Technology Advantage (RTA) is a measure of 
the relative technological specialisation of a country 
with respect to other countries. Box 1 explains the in-
dex in more detail. 

In tables 3 to 5, the countries under analysis are rela-
tively specialised in one of the nine green technologies 
if their RTA is positive. The same index is calculated 
for the GPT categories. It is worth noting that this in-
dex sheds some light on the technological capabilities 
of each country but does not provide any information 
about the quality of these capabilities.29

29 The RTA in a technological sub-class “i” (e.g. Y0A) in the country “j” is calculated as the share of a country “j” patents in “i” tech-
nological subclass relative to the share of country in total patents. The RTA is re-scaled (RTA-1)/(RTA+1) to obtain continuous and 
more symmetric values.

Table 3 shows that the EU member states are rela-
tively specialised in technologies related to buildings 
(Y02B), greenhouse gas (GHG) capture and storage 
technologies (Y02C), technologies related to energy 
(Y02E), clean transport (Y02T) and waste management 
(Y02W). Tables A2 and A3 in the Appendix show the 
detailed calculations. The UK achieves the highest RTA 
for GHG capture and storage technologies (Y02C) and 
is relatively specialised in technologies related to cli-
mate change adaptation (Y02A), buildings (Y02B), clean 
transport (Y02T) and smart grids (Y04S). China has a 
relative technological specialisation in climate change 
technologies in ICT (Y02D), technologies related to en-
ergy (Y02E), transport (Y02T) and waste management 
(Y02W). 

On GPTs, Table 4 (and Table A4) confi rms that the rel-
ative specialisation of countries in these technologies 
varies widely. The EU has high RTA scores in autono-
mous systems, big data and robotics. The UK is tech-
nologically specialised in the IoT and robotics. China has 
a relative technological specialisation in autonomous 
systems and the IoT. More disaggregated fi gures for 

FIGURE 4: Distribution of Y02 per applicant country

Source: own elaboration based on PATSTAT.
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the EU member states (Table A5) confi rm a technolog-
ical specialisation in autonomous systems and robotics, 
mainly led by technologies linked to the production of 
products, energy and transport. Among the EU mem-
ber states, France has a high RTA only in autonomous 

30 EPO, Patents and the Fourth Industrial Revolution: The Global Technology Trends Enabling the Data-Driven Economy. 2020.

systems, Germany has an RTA above zero in autono-
mous systems and robotics while Finland stands out 
for having an advantage in cloud computing and the 
IoT, which is strongly related to connectivity and can be 
explained by Nokia, a key player in this fi eld.30

TABLE 3: Positive RTAs: 
 Green Technologies

Y02A Adaptation UK, USA

Y02B Buildings UK, EU

Y02C GHG capture 
and storage UK, EU, USA

Y02D Green-ICT China, USA

Y02E Energy China, EU, Japan

Y02P Production Japan

Y02T Transport China, UK, EU, 
Japan

Y02W Waste China, EU

Y04S Smart Grids UK, USA

TABLE 4: Positive RTAs: 
 General Purpose Technologies

ARTIFICIAL INTELLIGENCE USA

AUTONOMOUS SYSTEMS EU, China, Japan

BIG DATA EU, USA

CLOUD COMPUTING USA

INTERNET OF THINGS UK, China, USA

ROBOTICS  EU, UK, Japan

Source Table 3and 4: own elaboration based on WIPO

WHAT IS REVEALED TECHNOLOGY ADVANTAGE?

Revealed Technology Advantage (RTA) is defi ned as the share of a technology in a country’s overall 
patents divided by the global share of this technology in all patents. For example, Denmark is highly 
specialised in wind technology. Although the country accounted for less than 0.7% of all patents glob-
ally between 2012 and 2014, Danish inventors developed around 16% of all wind technology patents in 
this period. 

In tables 3 to 5, the countries under analysis are relatively specialised in one of the nine green tech-
nologies if their RTA is positive. The same index is calculated for the GPT categories. It is worth noting 
that this index sheds some light on the technological capabilities of each country but does not provide 
any information about the quality of these capabilities.

Source: The RTA in a technological sub-class “i” (e.g. Y0A) in the country “j” is calculated as the share of a country “j” patents 
in “i” technological subclass relative to the share of country in total patents. The RTA is re-scaled (RTA-1)/(RTA+1) to obtain 
continuous and more symmetric values.
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Finally, Tables A.6 and A.7 combine a specialisation in 
green technologies with GPTs. The EU stands out for 
its integration of big data with technologies related to 
buildings, energy and transport, as well as the IoT in 
combination with waste management. The UK has a 
relative specialisation in combining digital technologies 
with green technologies in climate change adaptation 
(robotics and the IoT), and with GHG capture and stor-
age technologies (i.e. cloud computing and AI). China’s 
relative technological specialisation combines technol-
ogies related to waste management with autonomous 
systems, robotics and AI, as well as big data with tech-
nologies related to transport and buildings. 

Analysis by patent value
This section evaluates the commercial potential and 
technological impact of digital and green innovations by 
analysing patents’ forward citations. Forward citations 
occur when a patent refers to another one, signalling 
that the original patent has been infl uential in the de-
velopment of subsequent technologies.31 The higher 
the number of forward citations, the more valuable 
the patent.32

Table 5 provides a detailed look at the 10% most cited 
patents to explore the disparities between China, the EU 
and the UK concerning their infl uence and contributions 
to green and digital technologies. “Share of most-cited 
patents” is the number of most-cited patents for each 
country in each technology divided by the total number 
of most-cited patents in that technology. Although, as 
expected, the USA has a superior role in all digital tech-
nologies, European patents are clearly more infl uential 
than Chinese ones. 

The digital green patents in which the EU is more infl u-
ential are in autonomous systems. In these technologies, 
22% of the most cited patents are produced in the EU, 
while only 11% are from China. In the AI global landscape, 
17% of the EU patents fall into the top 10% in terms of 
citation distribution, while China has a much lower share 
of high-impact patents in AI, as only about 3.5% of its AI 
patents achieve similar recognition. In cloud computing, 
again 17% of EU patents are among the most cited while 
only 1% of Chinese patents are in the same category of 

31 Trajtenberg, M., “A Penny for Your Quotes: Patent Citations and the Value of Innovations”, in Rand Journal of Economics, vol. 21, no. 
1, pp. 172–187, Spring 1990, doi: 10.2307/2555502; and Jaff e, A. B. and De Rassenfosse, G., “Patent Citation Data in Social Science 
Research: Overview and Best Practices”, in Journal of the Association for Information Science and Technology, vol. 68, no.6, January 
2017, pp.1360–1374, doi: 10.1002/asi.23731

32 For our analysis of forward citations, we considered only patents registered at the US PTO. This choice has the advantage of 
avoiding geographical bias in the case of EU and Chinese patents but introduces a possible positive bias in the case of US patents. 
EU patents include those applied for in Belgium, Denmark, Finland, France, Germany, Italy, Spain, Sweden and the Netherlands, 
which are the EU countries also shown in the tables in Appendix 1.  

33 The analysis was carried out on the titles of the patents shown in Table 3, identifying common characteristics using the language 
processing tools of ChatGPT. 

high value. In robotics, the EU share of top cited pat-
ents reaches 15%, while only 3% of Chinese patents are 
highly cited. In the remaining technologies, big data and 
the IoT, the EU has respectively 13% and 12% of top-cited 
patents while for China the shares are 1.5% and 2%. The 
UK’s share of impactful patents is less than 1% in all the 
technologies investigated. 

For the technologies patented by Europe, China and 
the UK that are in the top 10% of the most cited pat-
ents, we investigated which digital green technologies 
have the highest technological impact.33 EU innovations 
in Table 5 have a technological focus on technical pro-
cesses and systems, automation and control systems 
and wireless energy transfer. One example is patent 
US2007112475A1, “Devices, systems, and methods for 
managing the power consumption of an automotive 
vehicle, and thereby for optimising the power con-
sumption of the vehicle”. This technology acts like a 
smart brain for cars, helping them to use battery pow-
er or fuel more effi  ciently and in an eco-friendly way. 
It optimises the way to run the car’s engine based on 
weather conditions, how the car is currently being used 
and what the driver wants it to do, as well as how the 
car is performing. 

We identifi ed some coincidence between the Chinese 
patents and the European topics. For example, Chinese 
innovations have a technological focus on technology 
and communication, as well as transport and logistics. 
Automation integration, energy and sustainability are 
also key focuses of Chinese innovations. For instance, 
one example of a technology linking the digital and the 
green is found in the Chinese patent, “Charging and dis-
charging scheduling method for electric vehicles in mi-
crogrids under time-of-use price” (US10026134B2). This 
technology optimises when EVs charge or discharge in 
a microgrid, factoring in the entire system’s make-up 
and behaviour, battery costs and fl uctuating daily elec-
tricity prices. This helps to use electricity more wisely 
and can save money by charging when it is cheaper 
and giving power back to the grid when it is needed.

For the UK, an example of technology linking digital and 
green technologies is patent US2010076615A1, Systems, 



195

DIGITAL AND GREEN TRANSITIONS – DPC 2024

TABLE 5: Top 10% most cited digital green patents by GPTs, 2011–2020

Note: this table only considers patents registered at USPTO.  |  Source: own elaboration based on WIPO

GPTS COUNTRY # OF PATENTS # OF MOST-CITED 
PATENTS 

SHARE OF MOST-CITED 
PATENTS (%)

Artifi cial
Intelligence

China 676 21 3.51

EU 1076 100 16.72

UK 185 4 0.67

Japan 1234 58 9.70

USA 5285 415 69.40

Autonomous 
Systems 

China 478 31 10.76

EU 967 64 22.22

UK 138 2 0.69

Japan 954 8 2.78

USA 3001 183 63.54

Big Data

China 68 1 1.49

EU 196 9 13.43

USA 731 57 85.07

Cloud Computing

China 209 4 1.16

EU 329 58 16.81

Japan 270 12 3.48

USA 2639 271 78.55

Internet of Things

China 211 6 1.97

EU 223 36 11.80

UK 96 2 0.66

Japan 371 48 15.74

USA 1814 213 69.84

Robotics

China 242 11 2.61

EU 720 63 14.93

UK 159 3 0.71

Japan 920 45 10.66

USA 2205 300 71.09
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devices and methods for electricity provision, usage
 monitoring, analysis, and enabling improvements in 
effi  ciency. This is a smart assistant for home electrici-
ty that manages how power is distributed to gadgets, 
ensuring they get just the right amount of energy they 
need. It also helps to use electricity in an eco-friendlier 
way, making it easier to switch to green and energy-
saving devices.

Summary of fi ndings
The EU, the UK and China have all managed to develop 
some degree of technological specialisation in green 
digital technologies. The analysis of relative technology 
specialisation shows that among the diff erent green 
technologies, the EU and China share a few common 
areas of technological specialisation in technologies re-
lated to energy, transport and waste management. The 
EU is also technologically specialised in GHG capture 
technologies (like the UK) and buildings, while China 
has a specialisation in climate change technologies in 
ICT. For combined digital and green patents, big data 
and green technologies related to transport and build-
ings are common areas of specialisation for both China 
and the EU.

Nonetheless, the quality of patents measured in terms 
of the number of forward citations clearly shows that 
the EU has more impactful digital and green patents 
compared to China. This means that EU patents are 
more infl uential than Chinese patents in all the diff erent 
technologies investigated. In green AI, Europe has pro-
duced fi ve times as many highly cited patents as China. 
In the fi eld of autonomous systems, Europe has twice as 
many high-impact patents. Based on our analysis of the 
value of patents, we can conclude that in the twin tran-
sition, Europe has an advantage in all the technological 
areas investigated compared to China. 

Some domains could become the focus of aims to turn 
Europe into a strategically indispensable player.

• In renewable energy technologies, “peak capabilities” 
are at the global forefront and this forefront is in-
creasingly connected to the use and integration of 
digital technologies. Developing innovative energy 
storage solutions such as next-generation batteries 
or hydrogen storage systems could provide Europe 
with a strategic advantage.

• Smart grids and energy storage that facilitate the in-
tegration of renewable energy sources into the grid 
are highly information intensive. Enhancing smart 
grid technologies and developing sophisticated grid 
management systems could off er Europe a compet-
itive edge in ensuring the stability and effi  ciency of 
its energy networks.

• Finally, European countries have made signifi cant 
strides in implementing circular economy practic-
es and technologies aimed at reducing waste and 
maximising resource effi  ciency. Investing in advanced 
recycling technologies or developing new materials 
with a focus on sustainability could position Europe 
as a leader in the circular economy.

• From the European perspective, the aim should be 
to combine these areas with digital technologies 
where Europe has comparative strengths. The dig-
ital technologies that could be strategically applied 
to these domains are AI, cloud computing and au-
tonomous systems.

EUROPEAN LEVEL OF AMBITION 
AND POLICY RECOMMENDATIONS

In terms of policy implications, in the fi eld of the twin 
transition technologies there is a delicate balance be-
tween cooperation on common challenges and compe-
tition to safeguard economic interests and values. The 
patent analysis suggests that innovative capabilities in 
most twin transition technologies in China are still a dis-
tance behind matching those in Europe. 

In this concluding section, we refl ect on the potential 
relevance of the four types of potential ambitions out-
lined in the introduction to this report. The results of this 
chapter can form the basis of an analysis to support the 
identifi cation of general policy ambitions and objectives.

One potential ambition outlined in the introduction to 
this report is to prevent probable threats understood in 
terms of the dual-use application of technologies. How-
ever, whereas AI, for example, could possibly be applied 
for dangerous purposes, the use of AI to address envi-
ronmental objectives poses few dangers. Potential mili-
tary applications of AI are not the subject of this chapter 
and few if any digital green technologies fall into this 
category of dual-use application. Hence, this potential 
objective has limited relevance. 

The potential ambition to create co-dependency in 
which Europe and China are mutually reliant on each 
other for their economic development opportunities 
is more relevant in this context, although there are of 
course many other countries engaged in twin transition 
technologies, as this report shows. The patent analysis 
suggests that Europe is placed strongly enough in sev-
eral fi elds of the digital green technologies to make it 
refl ect further on such an ambition of mutual reliance. 
There are some areas of technology where China and 
Europe are both relatively specialised, such as big data 
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and green technologies related to transport and build-
ings, and developing relationships in these fi elds is a 
realistic scenario. The EU and the UK could therefore 
refl ect on potential areas for collaboration and on mech-
anisms for relationship-building that make them rele-
vant cooperation partners in a multi-polar world. 

The introduction to this report refers to an ability to 
act in ways that create or maintain an edge in Europe 
vis-à-vis the rest of the world. The ambition in terms of 
EU- and UK-China relations is to use this edge in ways 
that would allow Europe to infl uence or even help to 
shape technological development in China. The patent 
analysis provides at least some indication that this lev-
el of ambition might be relevant in some digital green 
technological areas in which Europe has a technological 
superiority, combining green technology domains with 
AI, autonomous systems and robotics. It might be in the 
interests of the EU that China use these digital green 
technologies, not only from a European economic per-
spective, but also from a global environmental one. 

Finally, the potential ambition to limit technological in-
teractions in digital green technologies, for example by 
means of export controls, seems both unrealistic and 
counterproductive. These technologies aim to tackle cli-
mate change and biodiversity loss, and to enhance re-
source effi  ciency and environmental sustainability in the 
global interest.

From a European perspective, there may be signifi cant 
competition in terms of developing the best digital 
technologies (as shown in many companion studies in 
this report), but there seems to be signifi cant room to 
strengthen existing areas of green digital technologi-
cal strength. It will therefore be important to increase 
public R&D investments and provide tax incentives to 
private investors to strengthen the existing areas of 
technological leadership in this fi eld. Moreover, the EU 
and the UK should deepen innovation cooperation with 
relevant partners in the green digital area. This could 
involve joint projects, knowledge-sharing platforms 
and funding opportunities aimed at developing green 
digital technologies.

Another key area of intervention is the contribution of 
the EU and the UK to defi ning international technology 
standards. For example, the EU has expressed concern 
about the general environment for AI development in 
China, related to weaker regulation on data protection, 
thereby undermining the GDPR. Given the EU’s empha-
sis on regulatory frameworks to promote citizens’ rights, 
it could push for collaboration on international standards 
and regulations, as well as common standards on ethi-
cal AI use in environmental monitoring, conservation ef-
forts and sustainable development projects. In general, 

harmonising digital and green standards and regulations 
is in the interests of the EU, the UK and China, none 
or which would benefi t from technological decoupling. 
Joint digital and green standards and a harmonisation 
of existing ones should be higher up the agenda, despite 
the complexities this might bring about.

In general, the twin transition technologies present an 
enormous opportunity for technology to drive glob-
al sustainability goals. The EU, the UK and China are 
investing heavily in green digital technologies and are 
major competitors in technologies that are expected 
to become increasingly important in the future. None-
theless, competition needs to be combined with col-
laboration, especially in non-competitive fi elds. To ac-
celerate the green transition, ambitious public policies 
are needed in both Europe and China to drive innova-
tion, incentivise private sector involvement and ensure 
that regulatory frameworks support new technology 
adoption and diff usion. In addition, addressing global 
challenges, such as cybersecurity in energy systems, to 
take one example, will require collaborative eff orts on 
shaping international norms and agreements. The EU, 
the UK and China, as major global actors, will need to 
collaborate on shaping such international agreements, 
norms and institutions to promote sustainable devel-
opment and technological innovation. 

Even amid political disagreement, cooperation at the 
technical level and exchanges in concrete domains 
should remain possible. It is essential to maintain a long-
term perspective, which might off er a diff erent set of 
opportunities in a rapidly changing global environment.



198

DIGITAL AND GREEN TRANSITIONS – DPC 2024

SCORECARD 2 TECHNOLOGY FIELD: DIGITAL AND GREEN TRANSITIONS

Feasibility of level 
of ambition

Threat prevention Ability to deny Ability to act Curtailment

Not feasible High Medium Not feasible

Core policy 
recommendations

• None • Innovation cooper-
ation for strategic 
technology develop-
ment with like-
minded countries 

• Public R&D 
investment

• Tax incentives to 
private investors

• European contribu-
tions to international 
technical standards

• None
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APPENDIX 1: ADDITIONAL TABLES AND FIGURES

# OF PATENTS % OF TOTAL

DE 4509 44.48%

FR 1634 16.12%

NL 804 7.93%

IT 713 7.04%

SE 702 6.92%

BE 337 3.32%

FI 318 3.14%

ES 305 3.01%

DK 237 2.34%

AT 203 2.00%

IE 200 1.97%

LU 41 0.40%

PT 24 0.23%

HU 24 0.23%

GR 24 0.23%

PL 20 0.20%

CZ 12 0.12%

LT 10 0.10%

SI 9 0.09%

BG 6 0.05%

CY 3 0.03%

HR 3 0.03%

RO 3 0.03%

Total 10.138 100.00%

TABLE A.1: Digital green patent applications by EU countries, 2000–2022

Source: own elaboration based on WIPO
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TABLE A.2: RTA by green technologies

Note: EU21: Austria, Belgium, Cyprus, Czech Republic, Germany, Denmark, Spain, Finland, France, Greece, Croatia, Hungary, Ireland, 
Italy, Lithuania, Luxembourg, Netherlands, Poland, Portugal, Sweden, and Slovenia.

TABLE A.3: RTA by green technologies (Top EU countries)

Low RTANA High RTA

Low RTANA High RTA
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TABLE A.4: RTA by General Purpose Technologies

Note: EU21: Austria, Belgium, Cyprus, Czech Republic, Germany, Denmark, Spain, Finland, France, Greece, Croatia, Hungary, Ireland, 
Italy, Lithuania, Luxembourg, Netherlands, Poland, Portugal, Sweden, and Slovenia.

Low RTA High RTA

TABLE A.5: RTA by GPTs (Top EU countries):

Note: EU21: Austria, Belgium, Cyprus, Czech Republic, Germany, Denmark, Spain, Finland, France, Greece, Croatia, Hungary, Ireland, 
Italy, Lithuania, Luxembourg, Netherlands, Poland, Portugal, Sweden, and Slovenia.

Low RTA High RTA
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Table A.6: RTA combining green technologies and GPTs

AI

AUTONOMOUS SYSTEMS

BIG DATA

Low RTANA High RTA
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Low RTANA High RTA

CLOUD COMPUTING

IOT

ROBOTICS
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Low RTANA High RTA

Table A.7: RTA combining green technologies and GPTs (EU countries)

AI

AUTONOMOUS SYSTEMS

BIG DATA
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CLOUD COMPUTING

IOT

ROBOTICS

Low RTANA High RTA

Note: EU21: Austria, Belgium, Cyprus, Czech Republic, Germany, Denmark, Spain, Finland, France, Greece, Croatia, Hungary, Ireland, 
Italy, Lithuania, Luxembourg, Netherlands, Poland, Portugal, Sweden, and Slovenia.
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Source: own elaboration based on WIPO

FIGURE A1: Digital-green technologies Y02/Y04 tag (% applications)  
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APPENDIX 2: PROCEDURE FOR IDENTIFY-
ING DIGITAL GREEN PATENTS USING THE 
WIPO DATABASE

WIPO provides two fi les of data about the digital GPTs: 
fi le 1, appln_id +CPC codes and IPC codes; and fi le 2, 
fam_id. appln_id. dgt_category. year. We merged both 
fi les and selected those applications that are tagged 
with Y02/Y04S codes to obtain a dataset with appln_id. 
Y02-Y04S codes. ipr type. dgp category. 

This information was uploaded to PATSTAT34 to obtain 
additional information about the companies (name and 
industry) as well as the number of family id according 
to PATSTAT because the family id provided by WIPO is 
not the same as the docdb_family id35 provided by PAT-
STAT. This ensures that all the applications belong to 
companies, universities, government, non-profi ts, hos-
pitals, and their combinations and not from individuals 
or “unknown”.   

Based on the query run in PATSTAT, we generated a 
subset including information about the doccdb_fami-
ly id. all the patent authorities in which the patent has 
been applied and the appln_id. Only applications to the 
Japan (JPO), US (USPTO) and European (EPO) patent 
offi  ces are included in the database. Finally. we merged 
the appln_id and the patent authorities with fi le 2 pro-
vided by WIPO.

This is an example:

34 PATSTAT query available on request.

35 According to PATSTAT a DODCDB patent family is a collection of patent documents that are considered to cover a single inven-
tion. 

36 De Rassenfosse, G., Dernis, H. and Boedt, G. ‘An Introduction to the Patstat Database with Example Queries’, Australian Economic 
Review, vol. 47, no. 3 (September 2014), pp. 395–408, doi: 10.1111/1467-8462.12073

To attribute the patents to countries, the origin of the 
invention was assigned using the applicant’s address or 
country information from the applicant’s name; or using 
information from matched corporations, from the most 
frequent fi rst applicant country of residence within the 
same patent family, from the most frequent fi rst inven-
tor’s country of residence within the same patent family, 
or from remaining historical records. The IP offi  ce of fi rst 
fi ling should be considered a proxy for origin. 

Given that several applicants may co-own a unique pat-
ent, we considered fractional counts to improve the con-
tribution of each country and avoid multiple counts.36 If, 
for instance, a patent has two applicants – one from the 
USA and one from Germany – it is counted as 0.5 for 
the USA and 0.5 for Germany.

APPLICATION ID ORIGIN YEAR DGP CATEGORY APPLN AUTHORITIES

1496 CH 2004 Smart cities EPO. USPTO

1549 SE
2003 Robotics EPO. SE. WO. USPTO

4958 JP 2007
Autonomous
systems EPO. USPTO
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DIGITAL POWER CHINA REPORT 2023

Europe’s Strategic Technology Autonomy from 
China: Assessing Foundational and Emerging 
Technologies
Open Strategic Autonomy in emerging and foundation-
al technologies has rightly been identifi ed as a crucial 
policy goal in order to preserve the European Union’s 
capability to act. China is at the centre of this discussion, 
not least because of increasing geopolitical tensions and 
China’s growing footprint in digital technologies.

What sounds good in abstract terms, however, can be 
diffi  cult to operationalize. This report identifi es four di-
mensions of Open Strategic Autonomy that form distinct 
risk profi les: supply chain resilience, national security, val-
ues and sustainability, and technological competitive-
ness. All four dimensions are equally legitimate policy 
goals but require diff erent policy tools that can at times 
be confl icting.

The report assesses concrete risk profi les across eight 
concrete case studies: chip design, 6G development, 
blockchain technology, introduction of central bank 
e-currency, artifi cial intelligence in automotive applica-
tions, artifi cial intelligence in smart city applications, and 
artifi cial intelligence ethics. The report provides concrete 
policy advise for Europe.

This report was generously founded by the German 
Federal Foreign Offi  ce.

DIGITAL POWER CHINA REPORT 2022

China’s Digital Power: Assessing the 
 Implications for the EU
China’s rapid emergence as a technical power cre-
ates new economic, political, security, and ideational 
challenges for Europe. Meeting them requires greater 
knowledge of China’s digital ambitions and their impact, 
as well as questioning long-held beliefs on how digital 
economies develop and how states and technologies 
interact. This report by the research consortium Digital 
Power China off ers analysis and recommendations for 
recalibrating EU policy in light of China’s growing tech-
nological footprint.

The report encompasses six case studies: semiconduc-
tor manufacturing, wireless network infrastructure, AI 
and IoT development in China, Chinese public infl uence 
operations, technical standardisation, and China’s con-
nectivity policy.

EUROPE’S STRATEGIC 
TECHNOLOGY AUTONOMY 

FROM CHINA
ASSESSING FOUNDATIONAL 

AND EMERGING TECHNOLOGIES
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